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—— Abstract

This article examines Russia’s cyber campaigns against
Ukraine and shines some light into this corner of the ‘gray zone’
and into the ‘red zone’ warfare inflicted upon Ukraine. Hitherto,
there has been a lack of in-depth, systematic studies in relation to
state-on-state cyber attacks. This article means to begin to bridge
this gap in knowledge with its focus on Ukraine while arguing that
Russia’s cyber campaigns are components of a wider suite of active
measures/hybrid warfare engagements from its state and sub-
state entities. For the Kremlin, hybrid warfare (gibridnaya voina)
is fought with all the tools at their disposal on a ‘battlefield’ that
stretches beyond the four modern domains of land, sea, air, and
space. The fifth domain of cyberspace is increasingly important for
espionage, cyberwar, and influence operations.
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—— 1. Introduction: From the ‘Gray Zone’ to
the ‘Red Zone'
his article outlines why on 24 February 2022 Russia
invaded Ukraine under the pretext of military exercises.
It demonstrates that the blunting of Russia’s cyber offensive against
Ukraine that began in the months leading up to the invasion was
potentially critical to the failure of Russia’s initial objectives and war
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aims [1]. According to a study by the Royal United Services Institute
(RUSI), Russia expected to overrun Ukraine in a 10-day blitzkrieg [2].

Russia’s blitzkrieg would be carried out by combat forces assembled
for ‘exercises’ in the east of the Donbas oblast (region) as well as
from northeast Donbas and northwest from occupied Crimea. They
also formed a convoy south from Belarus where Russian forces had
been conducting joint ‘military exercises’ [3-5]." Their aim from
Belarus was to occupy Kyiv using their 12-1 conventional force
advantage [2]. Sleeper agents, proxies, and collaborators (some
inside Ukraine’s own security service, the Sluzhba bezpeky Ukrainy
[SBU]), who for years had been overstating their importance and
influence, had told their Russian intelligence handlers (who paid
them handsomely for their services) that Ukraine was weak and
Russian forces would be welcomed as liberators [6, 7]. Part of this
narrative is built on denials of Ukrainian statehood and references
to a ‘failed state’ [8].

The Kremlin’s battle plan underestimated Ukraine’s abilities and
will to resist, the aid they had been provided with (especially in
cyber defences and real-time intelligence), while overestimating
Russia’s military preparedness combined with a deeply flawed
and politicised series of intelligence assessments. These views are
evidenced by literature from international relations, military think
tanks, the cybersecurity industry, government sources as well as
mainstream media reporting.

The Kremlin frames the war as a ‘special military operation’.
Kremlin propaganda insists its primary aims in Ukraine are to pro-
tect pro-Russian/Russian-speaking factions in Ukraine, especially
in Crimea and the Donbas in Ukraine’s east, and to ‘de-nazify’ and
‘de-militarise’ the country [9].2 There are also background structural
reasons. This includes a desire to challenge to the international lib-
eral order, and to have a ‘sphere of influence’ over Ukraine [10, 11].
One casus belli has been North Atlantic Treaty Organization (NATO)
enlargement, combined with Ukraine’s decade-long drift since 2014
towards NATO and European Union (EU) membership [12-14]. If
Putin’s Russia wins or gains major concessions from Ukraine, this
could have catastrophic consequences for NATO, the EU, and the
international liberal order.

—— 2. ‘Colour Revolutions’
During the 1990s, Russia was at its weakest and unable
to resist Western encroachment. For post-Cold War Russian
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1———There is evidence
that the invasion was

a last minute decision
not communicated to
field commanders until
very late on and not
communicated down the
chain of command until
after the decision had
been made by Putin and
a small inner circle of
advisors [3-5].

2 As Kuzio suggests,
‘Soviet propaganda
attacked Ukrainian
nationalists with the
“fascist” and “Nazi"” label
from the 1930s to the
1980s, terms that were
revived by Putin’s regime
and President Yanukovych
in the years leading to the
Euromaidan. In Soviet and
contemporary Russian
eyes, a “fascist” is anyone
who has turned their back
on the USSR, Eurasian
integration, and the
Russian world” [9].
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nationalists and political elites that were forming (or re-forming),
this was viewed through the lens of the security dilemma and a zero-
sum game [15]. This essentially structural realist view of interna-
tional relations also contains heavy traces of Machiavellianism [16].
Since then, NATO/EU expansion has been portrayed as threaten-
ing politically, economically, and militarily to Russia’s security and
national interests. These elites see a security dilemma where the
development of offensive and defensive capabilities becomes
threatening, producing insecurity [17].2 In the 1990s ‘two-thirds of
the Russian people, and ... the majority of democratic politicians’,
viewed the dissolution ‘as a tragic mistake, something that must
somehow be undone’ [18]. Putin was among them, and this bit-
terness has become a major driver for Russia’s revanchist foreign
and security policies.

For years prior to 2022, the design had been that as an indepen-
dent state Ukraine would lean to Russia or be a pro-Russian proxy
and not seek to join the EU or attempt accession to NATO [18].4
In the intervening decade between the 2004 ‘Orange Revolution’
and the ‘Euromaidan’ revolution in late 2013/early 2014, which
deposed Ukraine’s pro-Russian president Viktor Yanukovych,
Ukraine had wrestled with divisions between Western reformist
and Eastern status quo factions [19]. Euromaidan (and other ‘Color
Revolutions’) were seen not as popular uprisings in the Kremlin
but as ‘foreign-sponsored regime changes’ and security threats to
Russia [20-22].

Putin believed Euromaidan had been an orchestrated a coup by
Western nations, particularly the United States and the Central
Intelligence Agency (CIA), ‘aimed at turning Ukraine into a barrier
between Europe and Russia, a springboard against Russia’, where
‘radical nationalist groups [and neo-Nazis] served as its batter-
ing ram’ [23]. In the interregnum between Yanukovych fleeing to
Russia and his successor Petro Poroshenko being sworn in during
the spring of 2014, Crimea was annexed [24]. Annexation utilised
Glavnoye Razvedovatelnoye Upravienie (GRU, Russian military intel-
ligence) Spetsnaz special forces, who, stripped of insignia and
blending in as local militia, became so-called ‘Little Green Men’,
while political destabilisation and influence operations helped lay
the groundwork for Russian ground forces [25]. Atland argues this
made it a ‘blended conflict’; neither exclusively intrastate nor unam-
biguously interstate [26]. The Donbas conflict prior to February
2022 is also a good illustration of how Russia is adept at operations
in the ‘gray zone’; especially in creating plausible deniability over
its use of armed force and intervention [5].
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3———The security
dilemma is influenced

by regime type,
ethnocentrism, worst-case
forecasting, and enemy
imaging, among other
things [17].

4 Brzezinski provides
a thoughtful perspective
with modern-day
repercussions [18].

5 Putin himself
commented in 2014 that
‘There was a whole series
of controlled “colour”
revolutions. [ ...] instead
of democracy and
freedom, there was chaos,
outbreaks in violence and
a series of upheavals. The
Arab Spring turned into
the Arab Winter. A similar
situation unfolded in
Ukraine’ [21].
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Russia stepped up support of the pro-Russian separatists in the
Donbas after ‘Euromaidan’. As Crimea had experienced, desta-
bilisation could be fermented from within and without through
a mixture of mainstream and social media-driven propaganda, influ-
ence operations, lawfare (including passportisation of ‘pro-Russian’
Ukrainians), direct interventions, and Russian-inspired/directed
military action [27]. This was designed to ferment secessionism
and Russian nationalism in the self-declared Peoples Republics
of Donetsk and Luhansk (DPR and LPR) [28]. This led to a ‘frozen
conflict’ from 2014 to 2022 and thousands dying in the Donbas for
little gain on either side [5].° Ukraine itself increasingly became
a target for politico-military-economic reasons [29]. It was also
being used to test the limits and responses to Russian actions,
deployed widely across its near abroad, and in similar activities
across four continents. Ukraine essentially became ‘a laboratory for
Russian activities’ [30].

—— 3. Russia’s Decade Long Use of Cyber: Debates
over Cyberwarfare and the ‘Gray Zone'
Immediately prior to the invasion, the cyber side of

Russia’s operations increased from Spring 2021 to Spring 2022.
The targets included owner-operators of critical infrastructure
(CI). Among the targets were municipal water suppliers as well as
a major oil and gas company. In the weeks before February 2022,
underground gas storage facilities, electricity operators, and health-
care providers were also specifically targeted along with agriculture
and Internet service providers (ISPs) [31]. This could have been
the first cyberwar (a vital modern component of hybrid warfare/
active measures).’

However, what constitutes cyberwar/cyberwarfare is contested. It
is often also misapplied to wider areas of cybersecurity, especially
cyberespionage [32-34]. This is also because militaries are secondary
players to intelligence agencies. A 2017 study of cyberwar(fare) defi-
nitions concluded that ‘a majority of articles do not offer explicit defi-
nitions of either cyber war or cyber warfare from which to base their
analysis ... characterised by both intra and interdisciplinary compe-
tition between dozens of definitions’ [32]. Richard Clarke, a former
national security official and author of Cyber War: The Next Threat to
National Security and What to Do About It and General Michael Hayden,
a former NSA director, also recognise this definitional problem [35].

Others are skeptical of cyber war as a potential reality, given the
absence of evidence [36-40]. This includes Joseph S. Nye, who
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6 This also reflects
group think. Group
think is described as ‘a
result of the individuals
involved being too
similar in background
(homogeneity) and not
often enough in contact
with alternative groups
(insulation)’ [5].

7 Active measures
include propaganda,
destabilization, forgery,
assassination, acts

of terrorism, hacking
political parties, election
interference, and dis/
misinformation campaigns
for political effect. Hybrid
warfare can combine
information, influence,
agents of influence, legal
disputes (lawfare), and
economic operations as
well as the use of military
and paramilitary force
and increasingly cyber
operations.

[8]
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wrote in 2018, ‘maybe we are looking in the wrong place, and the
real danger is not major physical damage but conflict in the gray
zone of hostility below the threshold of conventional warfare’ [41].
This line of reasoning is best summed up by Thomas Rid and his
belief that ‘cyber war will not take place’. Rid centres his argument
around three themes. First, cyberattacks are tools of non-violent
sabotage. Second, cyberespionage decreases risk. Third, subver-
sion decreases the resort to armed force. According to his line of
argument, ‘cyberwar has never happened in the past, it does not
occur in the present, and it is highly unlikely that it will disturb our
future’ [42].

—— 4. Using Cyberespionage to Conduct

Destructive and Debilitating Cyberwarfare

This article contests this view while recognising that these
features are undoubtedly present. Orchestrated years long stra-
tegic campaigns of cyberespionage and sabotage can cross into
destructive cyberwarfare. The two are intimately linked. Against
Ukrainian CI, this could cross the threshold into attacks that could
qualify as armed force under the UN Charter and NATO's Tallinn
Manuals/Process [43]. Energy infrastructure is a case in point where
cyberespionage can pivot into destructive cyberwar with a direct
threat to life and well-being.

It affects the physical world by maliciously altering the code of
Industrial Control Systems (ICS) and Supervisory Control and Data
Acquisition (SCADA) systems. Similarly, telecommunications, bank-
ing and transactions, transport as well as public utilities, such as
energy and water, can be impacted. All sectors of CI rely on unin-
terrupted electricity supplies to function. Prior to and during the
invasion, Russia has continually targeted CI facilities across multi-
ple sectors. If they fail, Russia’s military has kinetically targeted key
facilities with missile and drone strikes [44].

These are the most valuable cyber targets Ukraine has protected,
because these service the civilian population and enable its military.
Critical infrastructure facilities include not only ‘public utilities, such
as electric power generation and distribution’, but ‘water supplies
and water treatment, natural gas and oil production and pipelines,
shipping and maritime traffic, hydroelectric dams, traffic lights, and
train switching systems’ [43]. The most important sector of all to
protect is electrical generation and distribution. Taking out electric-
ity regionally or at-scale would have potentially blinded Ukraine,
sent citizens into panic, and toppled the leadership. CI sites have
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become vulnerable because of growing connectivity, including
through difficult to defend external Internet connections. Russia
had demonstrated part of its capabilities before.

Russian cyberattacks began during the 2010s alongside ‘other
forms of cyber disruption and espionage to conduct a steady drum-
beat of cyberattacks targeting Ukraine’s government, military,
telecommunications, and private sector information technology
infrastructure’ [45]. For years previously, Russia has been a deter-
mined user of cyberespionage for both intelligence gathering and
‘preparation of the battlefield’ in Ukraine, other parts of its near
abroad, and in Western nations [46]. Highly targeted cyberattacks
on Ukraine (and more widely) have been seen since 2014.

Russia’s two main advanced persistent threat (APT) groups
(‘Fancy Bear’/APT28 and ‘Cozy Bear’'/APT29 run by the GRU and
Sluzhba Vneshnei Razvedki [SVR, Russia’s Foreign Intelligence
Service], respectively) have been heavily involved [47, 48]. It is
possible that ‘Cozy Bear'/APT29 is run by Federal’naya Sluzhba
Bezopasnosti (FSB, Federal Security Service), but there is good evi-
dence the SVR is behind it [49]. In 2015 and again in 2016, ‘Fancy
Bear'/APT28 conducted cyberespionage campaigns (BlackEnergy
and Industroyer/CrashOverride) that took out parts of Ukraine’s
regional grid system. This might well have been a direct response
to events in kind which saw Ukraine cutting electricity supplies to
Crimea in November 2015 [50]. Later, the Dutch and British gov-
ernments attributed the BlackEnergy attacks to Russia’s GRU
and a team dubbed ‘Sandworm’ [51]. ‘Sandworm’ is linked to the
GRU'’s Military Unit 74455 and has coordinated with APT28/'Fancy
Bear’ [52].

Through BlackEnergy, Ukraine became the first nation to experi-
ence a cyberattack, which took down part of its power grid (and
arguably crossed the threshold into cyberwar). BlackEnergy
evolved into a campaign spanning almost a decade and
BlackEnergy 3.0 precision-targeted three regional power distri-
bution companies leading to power cuts at Christmas 2015 [53].
While temporary, 225,000 customers were affected in Ukraine’s
Ivano-Frankivsk oblast [54]. The attack ‘took multiple substations
offline and disabled backup power from two distribution centers
simultaneously’ and automated telephone calls (robocalls) tem-
porarily prevented customers from reporting outages. The attack-
ers attempted to delay restoration by means of wiperware called
KillDisk. The campaign likely took ‘months of reconnaissance and
planning’ [55-57].
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To place this in a wider context, if London had been the target, then
as many as 1.45 million people could have been affected, and by
attacking water sewerage systems (which rely on electricity), 3.9 mil-
lion could have been affected [58]. These cyberattacks can also ‘look
like preparations for future attacks that could be intended to harm
Americans, or at least to deter the United States and other coun-
tries from protecting and defending our vital interests’, according
to Admiral Mike Rogers [59]. Attacks on CI are far from exclusive to
Ukraine and have included attempts on US power companies [43].

BlackEnergy was only the fourth ever known case of malicious code
purpose-built to disrupt physical systems outside of computer lab-
oratories. The first was Stuxnet, the second Shamoon, and the third
a German steel mill. The next followed a year later. The malware,
dubbed ‘Industroyer’ or ‘Crash Override’, was a major evolution of
‘the general-purpose tools’ used in 2015 [60]. It bore ‘many of the
same technical hallmarks’ and was a demonstration of capability
because Russia’s could have gone further [61-63]. The SBU again
blamed the same Russian intelligence group [64]. ‘Industroyer’
caused a minor power outage in Kiev in December 2016. It was the
culmination of a fortnight-long series of cyberattacks.

‘Industroyer’ could degrade power grids, scan and map ICS envi-
ronments, and cause shutdowns to relays requiring a manual reset.
Although it was designed to affect the electric grid in Ukraine, it can
be re-engineered to affect multiple sectors of CI worldwide [65, 66].
It is not designed for espionage but to induce power outages (in
this case, for a few days at worst). The attack was again attributed
to the GRU's ‘Sandworm’ group [67]. Development has not stood
still with Industroyer 2.0 used in the Ukraine War [68].

In addition, Industroyer (and the KillDisk wiperware) was detected at
Boryspil Airport in Kyiv, a mining company, and a railway company
in Ukraine in 2016 [69]. At Boryspil, it could have affected air traffic
control [70]. Bugdrop, another piece of sophisticated malware, was
discovered in early 2017, predominantly in Ukraine, especially ‘in the
self-declared separatist states of Donetsk and Luhansk’ [71]. It was
designed to take screenshots as well as documents and passwords,
and was able to eavesdrop on audio conversations by remotely con-
trolling personal computer (PC) microphones. It was primarily used
to target the energy sector [71]. In October 2017, BadRabbit ran-
somware disrupted Kyiv’'s metro system and Odessa airport [51].

In 2018, a water treatment station at Auly, Dnipropetrovsk, was
also hit by malware dubbed VPNFilter. This was prevented by
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Ukraine's SBU. VPNFilter was capable of ‘both cyber intelligence
[gathering] and destructive cyber attacks’ [72]. If successful,
VPNFilter was configured to seize login credentials, exfiltrate data,
monitor and reconfigure SCADA systems, and employ wiperware,
which would have forced the plant offline. This wipes data from
hard drives, which can only be recovered with great difficulty (if at
all). The cybersecurity firm Talos identified ‘overlaps with versions
of the BlackEnergy malware’ and went public with their assess-
ments [73]. The US Department of Justice subsequently linked
VPNFilter to ‘Fancy Bear’ [74].

This indicates the importance Russia accords critical infrastructure
in Ukraine. Primary targets include energy and transport. The bank-
ing sector and Ukrainian elections have also been long-term targets
[75, 76]. There is also evidence that Russia’s GRU ‘Fancy Bear’ APT
has previously used a ‘trojan’ (malware disguised as legitimate to
infect a host) against Ukraine’s military. This trojan, X-Agent (seen
in campaigns elsewhere), infected an Android application devel-
oped by a Ukrainian military officer for use in artillery [77]. In July
2014, a successful Ukrainian offensive was blunted by a separat-
ist counteroffensive with, it is alleged, support from Russian artil-
lery (something Russian officials denied) because of X-Agent [78].
Russian cyber espionage in Ukraine also includes wiperware mas-
querading as cybercriminal ransomware attacks, most notably
NotPetya in 2017 [79].

—— 5. Cyberwarfare, Cyber defence, and

Russia’s Invasion

Immediately prior to the invasion in early February 2022,
oil and port storage facilities across Europe were hit by cybercrimi-
nal ransomware gangs, dubbed BlackCat and Conti. Believed to be
cybercrime, rather than state-sponsored, the attacks coincided with
rising tensions and (well-founded) concerns in Europe over the dis-
ruption of energy supplies and wholesale price rises of oil and gas
[80-83]. Despite Conti declaring its support of Russia and threat-
ening further attacks on CI, the gang splintered because of inter-
nal divisions. They splintered further, as some members left Russia
when conscripted to fight, while others chose to stay and continue
to attack Ukraine [31].

Russia attempted cyberespionage and cyberwarfare against
Ukraine immediately prior its invasion and during its early stages
when it hoped to blitzkrieg the country. This was previously ana-
lysed in Cyberwarfare: Threats to Critical Infrastructure [43]. It
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included attacks on Viasat, a provider of satellite communications
for commercial and military users, electrical substations in Ukraine
(using an upgraded version of Industroyer/Crash Override),
and Ukraine’s railway network. Crucial support was provided by
Western governments supported by private industry in prevent-
ing Russian cyberattacks, and crucial intelligence has been shared
with Ukraine [43]. David Cattler, the assistant secretary general
for intelligence and security at NATO, and Daniel Black, a princi-
pal analyst in the Cyber Threat Analysis Branch at NATO, wrote in
Foreign Affairs in 2022:

The belief that cyber-operations have played no role in
Ukraine does not stem from a lack of real-world impact.
To the contrary, the magnitude of Moscow’s pre-kinetic
destructive cyber-operations was unprecedented. On the
day the invasion began, Russian cyber-units successfully
deployed more destructive malware—including against
conventional military targets such as civiian communi-
cations infrastructure and military command and control
centers—than the rest of the world’'s cyberpowers com-
bined typically use in a given year [84].

Cattler and Black further caution that ‘the lack of overwhelming
“shock and awe” in cyberspace has led to the flawed presump-
tion that Russia’s cyber-units are incapable, and even worse, that
cyber-operations have offered Russia no strategic value in its inva-
sion of Ukraine’ [84].

This line of analysis is supported by Microsoft, one of the key
providers of support and cyber threat intelligence (CTI) to
Ukraine [85].2 Tom Burt, one of Microsoft’s corporate vice pres-
idents, disclosed that even before the invasion, they had been
working around the clock to assist Ukraine. This included assist-
ing government agencies against Russia’s nation-state actors
who had been engaging in full-scale offensive cyberwar. They
had especially targeted Ukrainian CI [86]. This combined cyber
and kinetic attacks on sites with the same geographic locations.
Over 40% were CI sites, and 32% were Ukrainian government
facilities [87]. This assessment was later upgraded to 55%, con-
centrating on energy, transportation, water, law enforcement,
emergency services, and healthcare. This included attacking
a Ukrainian energy ICS, where attempts were made to enter
the operational technology (OT) side of operations. OT controls
industrial processes and it is where cyberespionage pivots into
destructive cyberwarfare [44].
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8———Through to 2023,
Microsoft has given
Ukraine more than

$400 million in support.
This ‘unprecedented
technology assistance’
has included CI protection,
the provision of cloud
services as well as data
and support to NGOs

in relation to suspected
war crimes and for
humanitarian relief [85].
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Specifically, Microsoft had detected new forms of offensive and
destructive malware (including a trojan they dubbed ‘FoxBlade’) as
part of renewed cyberattacks against Ukraine [88]. In total, Microsoft
has detected at least nine wiperware variants, and two new types
of ransomware. These have been used against over 100 Ukrainian
private sector and government organisations. Additionally, at least
17 European nations have also experienced Russian cyberespio-
nage attacks since the war began [89]. Wiperware has periodically
knocked out power and water supplies across Ukraine.

Many of these attacks have been attributed to the GRU, combined
with missile strikes against the same targets. These attacks were
precisely targeted and included financial services, agriculture,
emergency response services, humanitarian aid efforts as well as
energy sector facilities. Microsoft’s president, Brad Smith, com-
mented that as civilian targets they ‘raise serious concerns under
the Geneva Convention, and we have shared information with the
Ukrainian government about each of them’ [88].

From February 2023, a threat actor from the GRU was also mount-
ing waves of cyberattacks against Ukrainian government agen-
cies and IT service provides. It also targeted NATO member states
assisting Ukraine. This included supply chains and logistics hubs
in Poland [44]. This was the same GRU group that mounted the
WhisperGate wiperware attacks first detected in January 2022 [43].
It is reported that this series of attacks was largely unsuccessful
[90]. Figure 1 provides a good indicator of the range of cyberattacks
that Russia has conducted.

Microsoft has regularly posted updates on the help they have pro-
vided as well as sharing intelligence on Russian activities. They
indicated that as Winter 2022 turned into Summer 2023, Russia
switched its seasonal focus to Ukraine’s agricultural sector. This
saw Russia penetrate agribusinesses with malware, useful to steal
data for intelligence and propaganda, alongside kinetic strikes.
This caused damage to grain production that could have fed up to
1 million people for a year. This coincided with Russia’s withdrawal
from the Black Sea Grain Initiative. As Summer 2023 turned to
Winter 2023, Russia again turned its focus onto Ukraine's energy
infrastructure [92]. Both are breaches of the Law of Armed Conflict
(LOAC). These and other charges have been levied by organisa-
tions, such as the International Criminal Court (ICC). When this
has happened, Russian intelligence has attacked them as well as
non-governmental organisations (NGOs) concerned with human
rights [93].
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Figure 1. Cyber-attacks on Ukraine by Russia since the invasion began, by sector,
July 2022. Source: https://obr.uk/box/cyber-attacks-during-the-russian-invasion-of-
ukraine [91].

How many private cybersecurity providers have assisted Ukraine
or offered their support is unclear. Those that have gone pub-
lic include the industry giants Microsoft, Cisco Systems, and
Amazon [94]. Although a number of providers have gone public,
many might choose not to for various reasons, including concerns
of reprisals. The support they provide could mean private corpora-
tions, like Microsoft, are considered by Russia and its proxies to be
participants in the Russo-Ukraine War [95, 96].

Mandiant, ESET, and Recorded Future have also supplied services,
tools, and CTI to Ukraine. Some of these have been procured through
government contracts, others have provided gratis services. Their
efforts helped secure networks and essential services and also pre-
vented likely electricity blackouts [96]. According to Mandiant, ‘this
level of collective defense—between governments, companies,
and security stakeholders across the world—is unprecedented in
scope’ [31]. These interventions, alongside those of Western govern-
ments and their intelligence agencies, were allied to those of Ukraine’s
State Services for Special Communication and Information Protection
(SSSCIP), SBU, and civilian ‘IT Army’ of patriotic hackers [97].
Nevertheless, in the early months of the invasion, Ukraine also got
‘very lucky’ according to a senior official at SSSCIP [98].

They were also ‘lucky’ (as well as well prepared and well-resourced)
when Russia targeted Ukraine’s railway network in the Spring
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of 2022. ‘Wiperware’ was discovered before it was activated, but
Russian intelligence APTs had penetrated its cyber defences. This
too could have been critical. Ukraine’s railways were a vital sup-
ply line inward for weapons and humanitarian aid and a lifeline
for Ukrainian refugees fleeing the fighting. This could have had
dire consequences. In the first 10 days of the war alone, 1 mil-
lion Ukrainian civilians used it to flee to safety [99]. It was clear to
NATO very early on that Russia would target CI[100].

Ukraine is facing specific state-level threats as well as attacks from
Russia’s own ‘patriotic hacker’ collectives. This includes the FSB’s
Center 16 (Military Unit 71330) and Center 18 (Unit 64829), SVR, and
GRU and their 85th Main Special Service Center (GTsSS) in addition
to their main centre for Special Technologies (GTsST/Unit 74455) as
well as the Central Scientific Institute of Chemistry and Mechanics
(TSNIIKhM) of Russia’s Ministry of Defense [101]. Between March
and April 2022 high-voltage electrical substations in Ukraine were
targeted by the ‘Sandworm’ group of Unit 74455. ‘Sandworm’ was
deploying an upgraded version of Industroyer/Crash Override mod-
ular malware employed in 2016 (again alongside wiperware). As
a precaution, nine electrical substations were temporarily switched
off at a utility company servicing over 2 million people [98].

As Cattler and Black suggest,

Russia’s cyberattacks prior to the invasion suggest method-
ical preparations, with the attackers likely gaining access to
Ukrainian networks months ago. This stands in stark con-
trast to the evident lack of preparation across Moscow's
other military instruments, including on the ground, in the
air, and in its frequently used influence operations through
[mainstream] media and social media [84].

Lin similarly postulates that Russia’s military might have had prob-
lems integrating their own cyber offensives with ground forces,
especially given that a decision to invade might have been taken
very late on and not well communicated down the chain of com-
mand [102].

Meanwhile, Russian forces have appeared more susceptible to
interception than those in Ukraine. Electronic interception and
jamming combined with deficient numbers of secure military
communications equipment as well as the disorder of Russia’s
rank-and-file soldiers have been contributory factors [103]. Their
personal cellphones and those stolen from Ukrainians have led to
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insecure communications on commercial networks. These have
been intercepted and then leaked onto the Internet (including on
Ukraine’s SBU channel on YouTube). This provides significant and
actionable real-time intelligence, including real-time geolocation
and other metadata useful to Ukrainian forces. Additionally, Open
Source Intelligence (OSINT) has been a feature of the conflict (and
a rising feature of conflict, investigations, and accredited and cit-
izen journalism more widely). For the Kremlin, this is a feature of
the parallel information war they are waging with misinformation/
disinformation and mal-information embedded into public political
narratives and discourse. This is a feature of modern hybrid war-
fare [104, 105].

Their employment coincides with a spectrum of activities alongside
conventional military force in the Russo-Ukraine War both in the
run up to the invasion and during the war. It includes a series of
cyber-enabled/cyber-enhanced overt and covert socio-political and
economic pressure campaigns, as well as influence operations. This
has leveraged agents of influence in Ukraine and beyond, cybercrim-
inal gangs, and proxies, including the paramilitary Wagner Group.

While Elon Musk’s Starlink satellite system has been important in
maintaining Internet access (and Ukraine’s resistance), Russia’s
military has found ways (including drones) to ‘locate, jam, and
degrade’ the portable ground-based terminals ‘which were never
intended for battlefield use’ [106]. Russian agencies have also been
conducting renewed influence operations in an attempt to control
(or cloud) the Kremlin’s narrative at home and abroad. Microsoft’s
Brad Smith makes a highly pertinent observation in this respect.
Smith postulates that just as Russia’s APTs work within Russia’s
intelligence services, so do Advance Persistent Manipulator (APM)
teams. These are not ‘separate efforts’ and we ‘should not put
them in separate analytical silos’ [107].

—— 6. Russia in 4D: Information Warfare at Home

and Abroad

Influence operations are attempts to control politico-social
narratives and for the Kremlin, they have become an increasingly
important and highly cost-effective arm of foreign and security
policy. They have been used to advance foreign and security policy
aims to undermine Western states by influencing their electorates.
Blowback has been minimised by censorship and prosecutions (or
worse). Control of the information space has become central to
Kremlin policy.
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The importance that the Kremlin places on trying to control infor-
mation cannot (and should not) be understated when examining
Russia’s invasion of Ukraine. Tactical employment of dis-/mis- and
mal-information has been utilised extensively by the Kremlin, not
only in their approach to the war in Ukraine but also for managing
political consent domestically [108-110]. This has seen them ‘wage
a propaganda war’ [111]. Control over domestic media outlets and
the distortion of facts are neither new nor uniquely Russian, but the
Kremlin's ‘narrative war’ against domestic opponents and Western
critics has proven effective. These are part of the 4Ds of Russian
information warfare: dismiss, distort, distract, and dismay. This dis-
misses critics, distorts facts, distracts from issues, and dismays the
audience [112]. To these four needs to be added a fiftth—disruption.
This is not only in the domain of information warfare (informatsion-
naya voina) but now, alongside a sixth D—destruction, needs set-
ting in the context of hybrid warfare in Ukraine.

There is dismissal of even the use of the terminology of it being
an invasion or a war. Instead, the Kremlin terms it a ‘special mili-
tary operation’ (except on some rare occasions where Kremlin offi-
cials slip and war is referred to). The practice of Russia to dismiss
any negative analysis or charges levied against either the Putin
regime or Russian military has been a heavily used tactic by the
Kremlin’s media machinery over the course of the invasion [113].
Disseminating ‘false information’ about Russia’s ‘special military
operation’ has been criminalised in Russia. ‘Knowingly false infor-
mation’ is redefined by amendments to Russia’s criminal code from
information that is ‘objectively untrue’ to that which does not con-
form to ‘Russian official sources’ [114]. This has echoes of George
Orwell’s novel 7984. The dismissal of the reality in Ukraine is not
confined to the inward-looking vector of media censorship.

The Kremlin has also employed both dismissal and distortion in
their treatment of charges levied against them. Russia has regu-
larly mentioned these as ‘smear campaigns’ staged by the West to
‘stoke Russophobia’ [115]. From at least 2014, the distortion of facts
and evidence has been heavily employed. The most pertinent of
these distortions are claims made on the prevalence of neo-Nazism
in Ukrainian society and its military (particularly Ukraine’s Azov
Brigade) [116]. Then there is the picture presented that President
Zelenskyy had fallen ‘under the influence of radical elements’ [117].
In support of this distorted (mostly fictious) narrative, numerous
fabricated or faked ‘evidence’ of military action have been reported
and disseminated [118]. This has seen Russia suggest that atrocities
it has been accused of are staged by Ukraine and the West [119].

www.acigjournal.com — ACIG, VOL.3,NO.1,2024 — DoI: 10.60097/ACIG/189358

[18]


www.acigjournal.com�

Kristan Stoddart

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

This is why human rights NGOs have been targeted. Many other
narratives were seeded related to Russia’s invasion. Deepfake vid-
eos have also emerged [31]. This is being employed to mislead,
confuse, distract, and interfere [120]. Its effect is greatest on the
domestic population in Russia and maintaining support for a war
whose losses have exceeded by far those experienced in Russia’s
9-year occupation of Afghanistan (1979-1988) [121, 122].

Television is a particularly important source of information for most
Russians. A longstanding trope utilises memories of World War 1I
and Soviet/Russian patriotism to paint parts of Ukraine riven with
Banderovtsy (followers of the Ukrainian nationalist Stepan Bandera
during World War II). Distortion also occurs in reporting facts and
events. This included evidence surrounding the shooting down of
Malaysia Airlines flight MH17 by Russian-backed separatists in east-
ern Ukraine in July 2014. Calling out evidence and criticism as ‘fake
news’ serves to dismiss and distract as well as seed doubts, leading
to the distortion of reality. It is also where ‘images are manipulated,
fabricated or taken out of the context with the purpose of strength-
ening a false message’ [123]. Distortion is widely used by the Kremlin.

To distract, a multitude of narratives and stories are continually
seeded and disseminated about Ukraine and Western support.
This is another hallmark of Russia’s information war. Since 2014,
the narratives regarding Ukraine and Ukrainian sovereignty have
been chiming to regular drumbeats. Public policy pronouncements,
speeches, television, and other mainstream media appearances
(often simultaneously disseminated online) were inexhaustible
in their frequency and falsehoods. For example, the sequence of
events that led to flight MH17 being shot down was painted by
Russia as everything from an attack committed by Ukraine to fram-
ing Russia (a false flag attack) to an evidence-less claim that all pas-
sengers were already dead and the plan was to explode the airliner
over the Donbas as provocation [124].° This template was also used
when the pro-war Russian military blogger Vladlen Tatarsky was
assassinated with a statue containing a bomb in April 2023. The late
Alexei Navalny’s anti-corruption organisation was blamed, as was
Ukrainian intelligence, and domestic terrorists [125].

This is template actively used against Ukraine, with unfounded
claims, such as Ukraine is seeking radioactive ‘dirty bombs’ and
bio-weapons. The scale of Russian disinformation campaigns was
such that the EU founded the EUvsDisinfo project in 2015 to ‘better
forecast, address, and respond to the Russian Federation’s ongo-
ing disinformation campaigns’. Its database contains over 12,000
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samples; 40% relate to Ukraine [126, 127]. EUvsDisinfo centres this
around ‘12 myths’ which Paul and Matthews describe as a ‘fire-
house of falsehoods’ churned out by Russia’s propaganda machine.
It is characterised by ‘high number[s] of channels and messages
and a shameless willingness to disseminate partial truths or out-
right fictions’ [128]. This said, ‘for all the propaganda on today’s
Kremlin-controlled television, the country remains far more open to
information than in Soviet times’ [129].

Russia also attempts to dismay domestic opposition and foreign
audiences. The driving force behind much of these and other tac-
tics of information warfare is not necessarily to make others believe
their telling of events. It also weakens and undermines the West's
ability to react decisively to geopolitical events concerning Russia
as well as erode the confidence of Western populations in their
respective governments and their policies towards Ukraine and
Russia. As a former US Ambassador for Ukraine puts it: “You could
spend every hour of every day trying to bat down every lie ... and
that's exactly what the Kremlin wants’ [130].

Until Western social media companies started to get a grip after
2016, this included the use, en masse, of trolls and automated bot-
nets (bots) to sow and spread misinformation and disinformation
on the Internet. These included ‘false reports in genuine media out-
lets’ which had measurable objectives and effects [131, 132]. These
were (and still are) used by groups with false personas to tweet, like
and post content in sync [133]. The most dangerous and destabi-
lising use of dismaying messaging is through nuclear/weapons of
mass destruction (WMD) saber rattling.

This rhetoric, repeated and amplified by serving and former mem-
bers of government (including former President Dmitri Medvedev),
and on Russian television by a cast list of (often vitriolic) nationalist
commentators, has been a feature of the Russo-Ukraine War from
its outset [134, 135]. These nuclear threats have also extended to
civil nuclear power plants, such as Europe’s largest in occupied
Zaporizhzhia [136]. One of the earliest cases following the inva-
sion sowed a claim that the United States was operating a series
of biological weapon laboratories in Ukraine. This was reported
on Russian state media and then rebroadcasted through self-de-
scribed news organisations run by Russian intelligence onto
Western social media platforms [31]. In December 2023, a Russian
APM, dubbed Storm-1099, also attempted to spread misinformation
that Ukrainian weapons were supplied to Hamas through the black
market that were used in its 7 October 2023 attack on Israel [92].

www.acigjournal.com — ACIG, VOL.3,NO.1,2024 — DoI: 10.60097/ACIG/189358

[20]


www.acigjournal.com�

Kristan Stoddart

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

For years, these tactics have been used to attack the democracies of
Europe and the United States and undermine NATO. This has been
directed by the Kremlin. Russia’s intelligence, military, security
services, media, public and private companies, organised criminal
groups as well as social and religious organisations have all been
involved. Dissent is not tolerated. They have spread malicious dis-
information, engaged in election interference and political destabi-
lisation campaigns (many far beyond Ukraine), and further fueled
endemic internal corruption [137].

Through ‘troll farms’, it seeks to use the Internet, social media,
and apps where information gets shared to spread state messag-
ing. This state messaging includes official government statements,
mainstream journalism (which almost always repeats or supports
the official line or narrative) and (occasionally extreme) nation-
alist commentators. This framework helps ‘create an alternative
reality in which all truth is relative, and no information can be
trusted’ [112]. Parts of the narrative portrays the West, particularly
the United States, as hostile to Russia with the EU and NATO threat-
ening Russia’s borders and negatively effecting Russia’s ‘sphere of
influence’ over the former Soviet states of its near abroad. Ukraine
became the epicentre for these efforts after ‘Euromaidan’ in 2014,
and through the lens of a security dilemma, Russia felt compelled
to act [138]."° The Kremlin has become adept at ‘weaponising’
information. It is also a part of maskirovka; a tactic of deception
to mask, disguise, or camouflage (described by both Sun Tzu and
Clausewitz) to serve politico-military ends [139].

—— 7. Conclusion

Russia’s invasion was the culmination of years of sustained
and orchestrated pressure on Ukraine following ‘Euromaidan’ and
the annexation of Crimea in 2014 [19, 140]. Western efforts in the
winter of 2021 and spring of 2022 were critical to Ukraine’s sur-
vival. It took a well-resourced and widespread series of (ongoing)
efforts by Western governments/intelligence agencies and their
cyber teams, combined with private industry to blunt these attacks.
This effort support from Western multinationals such as Microsoft.
Without it, Ukrainian defences could have been critically weakened,
making it much harder to resist Russian military forces.

Against Ukraine, direct force has been employed en masse and this
is more than asymmetric warfare. It is hybrid warfare beyond active
measures employed previously [141]. Cyber is part of this for espio-
nage, destructive warfare, and for information warfare and political
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destabilisation. Escalating cyberattacks by Russia arguably began
against Estonia in 2007, were used in Georgia in 2008, and have
been used systematically against Ukraine since at least 2014. Thus
far, these attacks have been resisted because of ‘Kyiv's ability to
harness the experience of years of Russian cyber attacks, combined
with strong support from Western governments and—crucially—
technology companies [and this] has allowed Ukraine to deploy
cyber defenses at a scale and depth never seen before’ [142].

This intervention recognises that ‘cyber will now play an integral
role in future armed conflict, supplementing traditional forms
of warfare’ [31]. At the same time, ‘cyberwar’ remains under-
conceptualised, overused, and frequently conflated with wider
cybersecurity issues, especially cyberespionage. While terminology
remains ill-defined and contested, the boundaries and separation
lead to confusion [143-145]. Information Warfare and the use of dis-
information is another component of Russia’s cyber offensive. This
provides a good indicator of a multi-pronged strategy employed by
Russia, consistent with Western conceptions of hybrid warfare and
Russia’s ‘Gerasimov doctrine’. The resulting flair up of tensions in
the Middle East also distracts from the Ukraine War [92].

In February 2022, it appears that the Kremlin saw an opportunity
to step out of the ‘gray zone’ and enter the ‘red zone’ of war. Their
war aims might change with events, but claiming victory through
a negotiated settlement that includes Crimea and the Donbas could
be another long peace or 20-year crisis [146, 147]. NATO and the
EU are being tested. They cannot afford to fail that test. Prior to
Russia’s invasion, Mark Galeotti set this in a wider and more long-
term context:

Russia has reached back and re-learned a particular Soviet
lesson, that political effects are what matters, not the
means used to achieve them. Instead of trying to contest
NATO where it is strongest, on the battlefield ... it is instead
an example of asymmetric warfare, using gamesmanship,
corruption, and disinformation instead of direct force [148].

Russia’s approach is not unique, but it goes further than other
nations in trying to achieve its objectives. This strategy needs to
be set in the context of ‘Russia’s long-standing, overall foreign
policy objective ... to weaken adversaries, particularly countries on
its periphery, those in NATO, and the United States, by any means
available’ [131]. Across the West and into Africa’s Sahel, they have
been targeting nations unfriendly to the Kremlin or where Russia
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is seeking to grow its influence once more [149]. None more so
than in Ukraine. How peace might manifest remains to be seen, but
Russia’s modus operandi under Putin is now long-established.
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