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Abstract
This article examines the Russian military’s Information 

Warfare (IW) activities. The particular focus here is on the use by this 
military of operations in cyberspace as a strategic force- multiplier. 
It seeks to shed light on why such operations are so important to 
this military and what goals it hopes to achieve through their use. 
In particular, this article highlights the role played by what Russian 
analysts refer to as cyber-psychological and cyber-technical opera-
tions. Having established the background to the Russian military’s 
IW thinking, this article then goes on to examine the application of 
its cyberspace operations against Ukraine: both before the 2022 
invasion and as part of it. It is from this examination of the cyber-
attacks conducted against Ukraine that a better understanding of 
the potential of Russian IW can be generated. As such, lessons can 
be drawn from this conflict as to how, in the future, the Russian 
military might employ IW specifically against NATO states as part 
of a major kinetic confrontation. But, as this article notes, drawing 
lessons as to the actual strength of Russian IW capabilities from the 
Ukraine conflict may be a flawed process. It may be the case that 
the Russian military might not have shown its true cyber hand in 
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Ukraine. It may be saving its best cyber tools for any future conflict 
with NATO itself.
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1. Introduction

It has long been understood that when it comes to its 
confrontation with NATO states, the Russian military 

has been looking to operations in cyberspace to provide for signifi-
cant force-multiplier effect [1–3]. Such operations offer to have this 
effect in two specific areas: in the realm of ideas and that of tech-
nology. The Russian military – perhaps the most important Russian 
actor engaged in ‘malign’ cyberspace activity against NATO states – 
refers to these two realms as the ‘cyber-psychological’ and the 
‘cyber-technical’ [4]. The former realm uses cyber means to conduct 
influence operations by playing on the consciousness of targets, 
while the latter variant aims at disrupting, degrading, or destroying 
the IT systems of targets. Such operations, in whatever realm – and 
as this article explores – are perceived by the Russian military to be 
vital tools in both the ongoing peacetime ‘competition’ [5] between 
Russia and NATO states and any actual kinetic operations that may 
at some point transpire; that is as part of major armed conflict 
between the two [6]. This article seeks to highlight just how import-
ant these cyberspace operations are, in particular, to the Russian 
military. It first provides the conceptual basis behind this military’s 
emphasis on such operations and then goes on to discuss some 
specific examples of their use. The focus where the examples are 
concerned is on those cyberspace activities sourced to Russia that 
have been used against Ukraine since 2014 and specifically during 
the war that began in 2022. From such an analysis, this article then 
sheds light on the specific Russian cyber capabilities that may, in 
the future, threaten NATO states and the Alliance’s ability to prevail 
in any potential future war with Russia. 

2. Conceptual Basis 
It can be said that in Russian thinking ‘information’ has 

a much larger role to play as a tool of ‘warfare’ (however under-
stood) than it does in the West. The notion of using information for 
propaganda purposes during wartime dates back to Tsarist times 
[7]. However, the more refined idea of using information as a stra-
tegic tool to generate major effect against state rivals first really 

www.acigjournal.com


The Use of Cyber Tools by the Russian Military

www.acigjournal.com ––– acig, vol. 3, no. 1, 2024 ––– doi: 10.60097/ACIG/190142 [149]

began to be discussed in the later Soviet period. In 1960, Evgenii 
Messner in his book, Myatezhvoyna (Rebellion war) was one of the 
first to look upon ‘information warfare’ (IW) (or, in Russian, infor-
matsionnoe protivoborstvo) as a true strategic-level weapon [8]. 
Mere information, applied adroitly, could be weaponised by influ-
encing the consciousness of an adversary state’s population to 
incite the said ‘rebellion’ against its own government. By such 
means, that government could be brought down and replaced by 
one more amenable to Moscow. In essence, that state would have 
been ‘defeated’. 

Of those Russian thinkers who followed in Messner’s footsteps in 
terms of this thinking about the power of IW, Igor Panarin stands 
out. In 1997, Panarin obtained his doctoral degree in political 
 science with a dissertation entitled, Information-psychological sup-
port of Russia’s national security [9]. And while it is difficult to deter-
mine the scope of the overall influence his writings have had on 
the recent practice of Russian IW, it should be noted that Panarin’s 
methodological framework for the theory of IW came to serve as 
the capstone for the Information Security Doctrine of the Russian 
Federation of 2000 [10].

It was Panarin – now operating in the era of IT systems – who first 
divided IW into two distinct types: the ‘information-psychological’ 
and the ‘information-technical’. According to Panarin, these two 
forms differ in terms of their target sets. The first, the information- 
psychological, looks to influence two particular systems: the system of 
elite decision-making and the system that relates to public conscious-
ness and thus to the forming of public opinion. This latter system 
can then go on to influence elite decision-making as a second-order 
effect. In terms of directly influencing the decision- making of state 
elites, the targets can range from those at the politico- strategic level 
right down, in the military sphere, to leaders at quite low levels in the 
armed forces [11]. The ultimate objective, as Panarin [11] points out, 
is to generate manipulation at the very highest level possible; that is, 
‘to force the leader of the opposing side to act according with the 
goal of information war’. This form of IW has now come to be known 
in Russian circles as the ‘cyber- psychological’. This is because the 
information being supplied to generate the required manipulation 
will more than likely be coming across IT means. 

The fact that, in theory, significant outcomes can be generated 
at the strategic level through the use of mere information has, as 
noted, attracted an audience in the Russian military. For this mili-
tary, information appears to offer the enticing possibility of actually 
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winning ‘wars’ without kinetic engagement. This is important for 
a Russian military that has, certainly over the last 20 or so years, 
understood that it cannot hope to prevail against NATO forces in 
any major conflict. It is not strong enough in conventional military 
terms and it would have, it understands, to resort to nuclear weap-
ons to stave off defeat by NATO [12–14]. This is viewed as distinctly 
undesirable [15]. Hence, the Russian military has accepted that it 
has to look to asymmetric means – such as IW – if not to actually 
win its wars with NATO, then at least to gain strategic advantage 
vis-à-vis the Alliance [2, 16]. The second impetus behind this focus 
on IW is the view that the Russian military must, as it sees it, match 
and defend itself against NATO’s cognitive technologies which 
could help NATO achieve a strategic victory, as the adviser to the 
Russian Defence Minister, Andrei Il’nitsky has suggested [17, 18].

Very senior Russian military officers have not only come to under-
stand the power of IW but also to actively advocate its use. General 
Yuri Baluyevsky, the former head of the armed forces (from 2004 to 
2008), was one of the first such senior officers to stress that trying 
to win an information war was more important than trying to win 
a classical military confrontation. The fact that information could 
be used to produce significant effects against ‘the principal organs’ 
(the ‘elite decision-makers’) of an enemy state was a major attrac-
tion to him [19]. The current (as at March 2024) Chief of the General 
Staff, General Valerii Gerasimov, has further elevated the impor-
tance of IW as a weapon of significant influence. He first pushed its 
capabilities in a speech he made in 2013. This was summarised in 
his important article entitled, ‘The value of science in foresight’ [20]. 
Similarly, influential senior serving, or retired military officers have 
been repeatedly arguing in Russian military publications that the 
main focus of peer-state warfare should be placed on destroying 
adversary states from within using non-kinetic means, such as 
IW, instead of trying to achieve such destruction by kinetic means 
[21, 22]. Colonel (ret.) Aleksandr Barthosh [23, 24], in particular, 
has proved influential. He has underlined recently the importance 
of using information to shape the belief systems of an adversary 
state’s population. As Bartosh [23] puts it, ‘the objective is to manip-
ulate the enemy state’s population’s beliefs’. Such beliefs will then 
go on to drive the decision-making of the aforementioned elites. 
He also looked at the way information could influence the ‘con-
sciousness’ (i.e. the morale) of an adversary state’s armed forces 
personnel. His ideas were building on not just those presented ear-
lier by the likes of Messner and Panarin but also those of Sergey 
P. Rastorguev [25]. But Bartosh [23] has perhaps more elegantly 
understood that the power of IW applied at the strategic level 
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comes from combining influence operations deployed against the 
mindsets of an adversary’s civilian population with those directed 
at the state’s civilian and military leaders.

It is through the work of this series of influential Russian observ-
ers (and many others not mentioned here) that the power of IW as 
a tool of warfare has become so ingrained in Russian military think-
ing. And certainly, this IW tool has become a part of such military 
thinking in ways that are not mirrored by NATO militaries: these 
tend to focus almost exclusively on generating kinetic effect, rather 
than non-kinetic effect [26]. For instance, current Russian mili-
tary doctrine refers to the important role that inciting ‘the protest 
potential of the population’ plays as a strategic tool (and it would, of 
course, be incited through the use of IW techniques) [27]. No NATO 
military doctrine would ever include reference to such a technique. 

Today, of course, the inciting of such ‘protest’ is far more easily 
generated given the role that social media now play in modern soci-
eties. Misinformation and disinformation can be disseminated very 
easily across such media that aim to discredit western institutions 
(including NATO) and to sow doubt and confusion about individual 
western government’s means of/right to control their populations. 
False narratives can also act to amplify the existing societal divi-
sions that serve to create damaging schisms. Social media also rep-
resent a convenient avenue of attack to weaken the unity of NATO 
and ultimately to advance its own geopolitical and military interests 
[24, 28–30]. Moreover, all of this targeting can be done today very 
easily across IT systems [2].

Here then is the power of the cyber-psychological tool. However, 
there is also the profound power today of the cyber-technical form 
of attack. Such attacks target data transmission systems [11]. They 
can serve to disrupt, deny, or degrade information flows that enable 
everything from the effective functioning of adversary states’ critical 
national infrastructures (CNIs) down to interfering with their militar-
ies’ battlefield systems at the tactical level. Russian analysts, however, 
tend to concentrate on the strategic-level application of cyber- technical 
means, given that they can also, like the cyber- psychological tools 
discussed above, generate major strategic – perhaps, indeed, war- 
winning – effects. Fundamentally, major cyber-technical attacks can 
also be used with the aim of calling into question the ability of any 
targeted state to be effectively governed [28, 31–33].

As several Russian sources also affirm, ideally strategic-level 
cyber-psychological operations should be employed in coordination 
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with strategic-level cyber-technical attacks. The hope is that 
synergies would be created that maximise effect. According to 
Panarin [11], ‘…sometimes the methods of information and tech-
nical influence are carried out in combination with the methods 
of information and psychological confrontation.’ Moreover, and 
of course, by using cyber-based means, these effects can be gen-
erated, as the likes of Rastorguev [25] point out, in an extremely 
resource-lite and cost-effective way. 

It is this coordination, this combination of the two forms of attack 
that is seen as key in generating the degree of dislocation that can 
actually undermine adversary state governments from ‘within’. 
The goal is to create what Bogdanov and Chekinov [22] refer to as 
‘chaos’ within any targeted state. Examples here might be long-
term cyber-psychological activity designed to undermine a state 
population’s faith in its own government which is then allied to and 
exacerbated by attacks on that state’s CNI that create major dis-
ruption to everyday life (lights going out; no Internet; banks not 
functioning, etc.). Power grids would here be a particular focus 
for cyber-technical attack [34]. The popular discontent resulting 
from both forms of attack may then incite the ‘protest potential 
of the population’ that could bring down the government – to be 
replaced, of course, by one more suited to Russian strategic inter-
ests. Another example of coordinated action would be the use of 
cyber-technical means to undermine faith in the voting count in, 
say, the general election of a NATO state, while at the same using 
cyber-psychological means to call into question the right of the 
winner of that election to govern – inventing a political scandal, 
for instance. This may undermine freely elected governments. 
An example here might be the Russian coordinated cyberattacks 
using the two forms that sought to materially affect the French 
presidential election of 2017 [35]. 

This attack on the French election was seen to be the work of the 
GRU’s (Glavnoye Razvedyvatel’noye Upravleniye) Military Unit 26165 or 
FancyBear [36]. The GRU is the principal intelligence arm of the mili-
tary. Russian cyberspace operations against adversary states – using 
both cyber-psychological and cyber-technical variants of attack – are 
also engaged in by the internal security force, the FSB (Federalnaya 
Sluzhba Bezopasnosti), and the foreign intelligence service, the SVR 
(Sluzhba Vneshney Razvedki) [37]. The GRU, being the most potent 
and aggressive of these three, is seen, moreover, to be the con-
trolling body that coordinates cyberspace operations of both FSB 
and SVR [38]. Obviously, and particularly when mass effect is called 
for (such as with distributed denial-of-service [DDoS] attacks), these 
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three agencies can call on assistance from Russian civilian hackers – 
whether voluntary or forced. Other, non-state actors, such as the 
Wagner Group (and its successors) can also contribute [38, 39].

Overall, when looking at this issue of Russian IW and how to oper-
ationalise it through cyber means, it needs to be understood just 
how much emphasis that the Russian military is putting on it as 
a strategic tool – and as, indeed, a potentially war-winning tool. 
As Margarita Simonyan, the then editor-in-chief of Russia Today, 
put it even back in 2013, ‘…information weapons are comparable 
to weapons of mass destruction’ [40]. After 10 years, this mind-
set might be seen to apply even more, given the across-the-world 
increasing reliance on IT systems and the rise of social media. This 
said, however, the question for NATO and its constituent states – 
which are seemingly the main targets for Russian military IW – is, 
can these cyber-psychological and the cyber-technical operations 
really work to generate the effect that Russian analysts and observ-
ers have been advertising? Just how effective can these IW means 
of ‘warfare’ be against NATO if ever they were to be employed syn-
ergistically against NATO states at times of high geopolitical tension 
and particularly as part of any major kinetic conflict? This is one of 
the major questions that NATO countries must be asking – and are 
asking [41]. In light of such questions, it seems apposite to gauge 
some sense of the threat posed to NATO by looking at Russian 
activities in this IW field that have played a part in Moscow’s conflict 
with Ukraine since 2014.

3. Russian Cyberspace Operations in Ukraine 
prior to the 2022 War
In the years before Russia’s full-scale invasion of Ukraine 

in February 2022, Moscow’s exponents of offensive cyber engaged 
in several significant operations designed to serve strategic ends 
and which were an adjunct to kinetic activities. For instance, the 
GRU’s Military Unit 54777 (also known as the 72nd Special Service 
Centre) [42] was known to be crafting an anti-Chechen informa-
tion campaign during the 1990s. There were also both cyber- 
psychological and cyber-technical attacks against Georgian targets 
conducted by GRU’s Unit 74455 (Sandworm) that were part of 
the Russian invasion in 2008 [43]. More recently, Unit 54777 also 
came to be involved in shaping the information environment 
prior to Russia’s annexation of Crimea and later seizure of the 
eastern Donbas in 2014. This was done using two of Unit 54777’s 
front organisations, namely, InfoRos and the Institute of Russian 
Diaspora. The aim was to create an impression that Russian 
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speakers in the regions in question wanted Moscow to intervene 
to help them [44]. Thus, as expected and given the emphasis of the 
writings on this subject over the last several years, Russian IW – 
using both cyber- psychological and cyber-technical elements – has 
had a significant role to play as part of the kinetic conflicts being 
conducted in the service of Moscow’s strategic interests.

However, in considering the use of IW to run alongside such kinetic 
operations, it must be remembered, of course, that the Russian 
state, before the initiation of such operations, will also have been 
engaging in what might be looked upon as more long-term pre-
paratory activity in the cyber-psychological realm. There will have 
been a kind of ‘softening-up’/‘preparing the ground’ process 
designed to reduce opposition in any targeted area/state. Such 
preparatory cyber-psychological operations can also, of course, be 
used in tandem with long-term cyber-technical attacks. Such a com-
bination can clearly be noted when considering Russian cyberspace 
operations against Ukraine before 2022. There were noted to be 
dozens of significant cyber-psychological attacks in the months pre-
ceding the invasion [45] and several major cyber-technical attacks, 
chiefly targeted at Ukraine’s CNI, notably its power grid [46].

Among the most significant of the pre-2022 cyber-technical oper-
ations were those conducted by the Sandworm group. This is 
also a GRU entity and otherwise known as Military Unit 744551 or 
Voodoo Bear. It works out of the GRU’s Main Center for Special 
Technologies (Glavnyi Tsentr Spetsial’nykh Tekhnologii or GTsST). This 
unit has been linked to some of the most destructive cyberattacks 
worldwide [47]. It was Sandworm that stood accused, along with 
a range of cyber-espionage activities, of conducting the cyberat-
tacks against Ukraine’s CNI (particularly its power grid) that began 
soon after the Euromaidan demonstrations in Kyiv in 2014. The most 
prominent of these were the BlackEnergy3 attack in 2015 (exploit-
ing Microsoft Word’s macro-feature) and the Industroyer malware 
applied in 2016 [46, 48]. One of the best-documented instances, 
however, of Sandworm’s activities was its deployment of the notori-
ous NotPetya malware in 2017. Although Ukrainian CNI was the ini-
tial target, the virus involved spread to create damage to IT systems 
worldwide, including in Russia itself. Major financial losses were 
incurred both within Ukraine and internationally, most notably by 
the Danish Maersk shipping company [49]. The work of Sandworm 
demonstrated a notable level of sophistication, marked by coordina-
tion of a series of attacks and by meticulous consideration of poten-
tial mitigation activities engaged in by the targeted entity [46, 48].
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The GRU’s Fancy Bear group was also engaged in significant cyber 
operations prior to the war. Most prominent were those designed 
to interfere with the everyday lives of as many ordinary Ukrainians 
as possible. Spearphishing, brute-force, and ‘password spraying’ 
attacks targeted individuals’ accounts [50]. The SVR’s CozyBear unit 
also conducted cyber-attacks against the Ukrainian military, politi-
cal parties, diplomatic agencies, think tanks, and non-profit organi-
sations during the conflict in Ukraine. 

By the beginning of 2022, it could be said that Ukraine had been 
subjected to a series of cyberattacks from a variety of Russian agen-
cies that were looking to create a sense of political and societal dis-
location to weaken the bonds that held the country together. To 
exacerbate the situation, and just before the February 2022 inva-
sion, Russian cyber-technical attacks against Ukraine ‘soared’ [51]. 
This is what should be expected as part of any prelude to an actual 
Russian kinetic attack (it was the case in Georgia in 2008 as well). 
By the middle of February 2022 (with the invasion itself beginning 
on 24 February), cyberattacks were bringing down the websites of 
Ukrainian government departments and data-wiping malware was 
being used against over 100 commercial enterprises. In line with 
the thinking of Bogdanov and Chekinov, the aim was said to be to 
sow a degree of ‘chaos’ within the country [51].

4. Russian Cyberspace Operations during  
the 2022 War
According to Russian doctrinal approaches, it would, of 

course, be expected that the actual movement of Russian troops 
across the Ukrainian border on 24 February 2022 would be accom-
panied by significant cyberspace activity. This would contribute to 
the generation of disruption and dislocation – if not actual chaos – 
which would assist the movement of troops on the ground and the 
gaining of strategic objectives. 

When looking specifically at Russian operations in the cyber- 
technical realm, it will doubtless be the case that the Ukrainian 
authorities (and NATO itself) would not want to advertise any 
successful (or even unsuccessful) hacks into Ukrainian military IT 
systems. This would be sensitive information that would need to 
be kept from the Russians in order to make, in effect, their battle- 
damage assessment (BDA) in this cyber-technical realm more dif-
ficult to quantify. Given this situation, providing a true analysis of 
actual Russian hacking activities in this field is difficult. 
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This said, however, there were known major cyber-technical attacks 
in the initial period of the invasion. Of note in this regard was the 
ViaSat KA-SAT hack, which could hardly be hidden. This took place 
just before the invasion began and was patently designed to be 
coordinated with it [52]. It was an attack on the downlink ground 
terminals of the ViaSat satellite network serving Ukraine [53, 54]. 
While affecting millions of civilian users in Ukraine (and across east-
ern Europe), it also, crucially, denied information, surveillance, com-
mand and control, and communication means to Ukrainian forces 
and acted to limit their operational capabilities [55]. This did create 
a military advantage for Russian forces [56].

The use of such cyberattacks so early in the invasion would, as can 
be understood, be designed to have two particular effects in the 
strategic realm. Both relate to the sowing of confusion, the gener-
ation of chaos. Certainly, the ability of the Ukrainian armed forces 
to function effectively as a counter to the invasion would be one. 
However, government structures would also be a target. The Kyiv 
authorities needed to be seen to be in control in the invasion’s 
early stages when rumours and counter-rumours would be run-
ning rife. Slow government reaction – such as in terms of reassur-
ing the population and to creating a sense of the state itself still 
actually existing – could be fatal in any invasion’s first few hours. 
Anything, thus, that interfered with the ability of both military and 
government to act quickly would allow scope for a vacuum of con-
trol to exist which Russian forces could take advantage of. For in 
such an invasion as this, the prime goal for Moscow would be to 
try and have its forces seize the seat of government and impose 
a Moscow-appointed administration as soon as possible. Anything 
that would slow down the reaction of the Kyiv authorities – military 
and government – would work to Moscow’s advantage; and here 
both cyber-psychological and cyber-technical attacks can be seen 
to have had a role to play.

As it happened, the government in Kyiv was able to maintain con-
trol. An attempted FSB coup de main operation to seize government 
structures in the centre of Kyiv on the first day of the invasion was 
thwarted. Also blocked in the first few days was an attempt to seize 
Hostomel airfield, close to Kyiv, by Russian Airborne Forces (VDV). 
This prevented any push by these VDV to the centre of Kyiv and 
thus to gain control of the capital [57]. Ukrainian forces retained 
enough command-and-control and coordination capacity to at least 
hold back this initial assault. Hence, it may be said that whatever 
Russian cyber-technical attacks were applied in this initial period 
were not successful: the degree of Ukrainian control was greater 
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than the degree of chaos that Russian cyberattacks attempted to 
generate.

In the cyber-psychological realm, there were a number of attempts, 
in the invasion’s early days, to deploy misinformation and dis-
information that targeted the consciousness of the Ukrainian 
population [58]. Particular aims were to undermine support for 
individual political and military leaders. Their reputations and their 
right to control the government/armed forces were called into 
question [59]. Note should be taken, in this regard, of one partic-
ular operation conducted by the Russians. This could have proved 
very telling in the conflict’s initial stages. This was the creation of a 
deepfake of Ukrainian President Volodymyr Zelensky. It appeared 
on 16 March 2022 in a video on Facebook and YouTube. Deepfakes 
are a combination of both cyber-psychological and cyber-technical 
means. The idea behind them is to artificially generate an image/
video of a particular leading or influential figure – one of the elite 
decision- makers – and to have ‘them’ be seen as acting in ways 
that suit, in this case, Moscow’s ends. The deepfake of Zelensky 
had ‘him’ making a speech in which he was calling on Ukrainian 
troops to ‘surrender’ [59]. Here, writ large, is the kind of effect 
that the Russian proponents of IW would see as its ability, using 
such as this deepfake tool, to have a major strategic, indeed, war- 
winning effect. If this deepfake had actually gained traction among 
the Ukrainian population/military, then it could have led to the 
country’s defeat. As it happens, it did not. This was, in part, down 
to the fact that a few days before the video appeared, Ukraine’s 
Center for Strategic Communication had warned that a deepfake 
of Zelensky would appear. The authorities were thus prepared for 
it, and it could be countered. But what this deepfake lacked most of 
all was veracity; it did not look ‘right’. It was clumsy and maladroit. 
Still, though, Zelensky was forced into making a ‘real’ appearance 
and to deny it was ‘him’ [59]. Beyond its clumsiness, what also 
seems to have been a mistake here is that this deepfake only made 
an appearance a few weeks into the war. If it had appeared in the 
first few hours, or at least the first few days when the situation was 
at its most ‘chaotic’, then it could have had more effect within the 
general confusion pervading at that time.

Beyond the cyberspace operations that were evident in the initial 
days and weeks of Moscow’s ‘special military operation’, many 
more have continued throughout the conflict. A particular increase 
in their use was noted from January 2023 onwards [6]. The GRU’s 
Sandworm group has resurfaced several times. Where this body is 

www.acigjournal.com�


Marina Miron and Rod Thornton

www.acigjournal.com ––– acig, vol. 3, no. 1, 2024 ––– doi: 10.60097/ACIG/190142 [158]

concerned, Mandiant Intelligence has documented the consistent 
deployment of a standardised and replicable common set of tac-
tics, techniques, and procedures (TTPs) employed during the con-
flict [60]. A GRU ‘playbook’ has been seen to be at work. Despite 
an extended period of aggressive and high-tempo operational use, 
this playbook appears to have exhibited remarkable resilience. 
There are five noted elements in this playbook:

1. Living on the edge: Here, there is exploitation of compromised 
edge infrastructure, such as routers, virtual private networks 
(VPNs), firewalls, and mail servers where interventions are chal-
lenging to detect.

2. Living off the land: In this approach, there is the employment 
of inherent tools, such as operating system components or 
pre-installed software, which can be used for activities such as 
reconnaissance and information theft. The malware footprint is 
minimal, which means detection is often difficult.

3. Group policy objects (GPO): Here, the policy settings within 
file systems are targeted, enabling the deployment of wipers 
through GPOs.

4. Disrupt and deny: With this technique, ‘pure’ wipers are utilised 
alongside other low-equity disruptive tools, such as ransom-
ware, tailored to various contexts and scenarios to disrupt and 
deny targeted systems.

5. Telegraphing success: Where cyber-psychological operations 
have attained a degree of success, this tends to be amplified 
through a series of hacktivist personas on Telegram (widely 
used in Russia).1

In terms, specifically, of cyber-technical attacks, there is also evi-
dence of their being combined with kinetic activity. In October 2022, 
for instance, Sandworm orchestrated a cyber-induced blackout of 
Ukraine’s power grid concurrently with kinetic missile strikes (from 
the Air Force) on elements of this same grid. Details of the cyberat-
tack were disclosed by Mandiant, which emphasised Sandworm’s 
use of a ‘living off the land’ (LotL) approach (see above) [61]. In this 
case, previously planted data-destroying wiper malware, which had 
evaded detection, was activated once the missile strikes on the grid 
had gone in. Sandworm’s malware erased data content across the 
utility’s network that hindered any repair of the initial damage. The 
blackout thus lasted longer [62]. 

1 Adapted from [60].
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This particular above example is indicative of the type of attack 
that seeks to create the synergies that Panarin first called for in 
his idea of fusing cyber-technical and cyber-psychological opera-
tions. What initially looks like a cyber-technical operation can be 
seen to morph into a cyber-psychological operation, given the 
effects that it subsequently can create. The overall Russian aim – 
where a series of attacks on CNI is involved – would be to sap civil-
ian morale that then leads populations to look to their government 
to seek an end to their suffering – that is, to call an end to the war. 
In a similar vein, on 12 December 2023, there was a large-scale 
cyberattack on Ukraine’s mobile phone provider Kyivstar. This left 
more than 24 million subscribers without cell phone services for 
several days [63]. Kyivstar subscribers were also unable to man-
ually change their data connection to that of another provider, 
meaning they were only able to purchase SIM cards from other 
providers, causing large queues [63]. Around 1.1 million people live 
in remote locations in Ukraine where Kyivstar is the only provider 
available [63]. Again, creating such an outage would be geared to 
undermining the population’s capacity to put up with the exigen-
cies of the war. 

The above Sandworm example is also indicative of the ability of 
Russian hackers to adapt and to evolve their forms of attack. Over 
the course of the conflict, Sandworm’s tactics have changed from 
using highly customised malware (such as the Industroyer malware 
used to target CNI in real time) to the use of more agile LotL tech-
niques [62]. Another example of cyberspace adaptation is that con-
ducted by another GRU hacker entity known as Cadet Blizzard. This 
was first identified by Microsoft in June 2023 [64, 65]. This group, 
operating without bespoke malware, functions as a conventional 
network operator, seeking public signals to disrupt with the over-
all aim of generating morale-sapping intimidation. It engages in 
the likes of website defacements and hack-and-leak operations. It 
has been targeting not just Ukraine but also NATO member states 
supporting Ukraine [66]. Microsoft’s report identifies Cadet Blizzard 
as a significant actor in the Russian cyber threat landscape [66]. 
The examples of Sandworm and Cadet Blizzard indicate that the 
Russian agencies involved in cyberspace operations can be seen as 
adaptive, as learning organisations [67]. 

All this said, however, when looking at Russian offensive cyber 
activities in the war in Ukraine, it should be noted that they have 
not been as devastating as might have been expected. Given the 
noted emphasis in Russian military circles on the importance 
of offensive cyber as a tool of warfare – and given the noted 
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capabilities that Russia appears to have in the cyber realm [68–
70] – the number of hacking attempts and their sophistication 
during this war has been, perhaps, limited. They have not proved 
as damaging as was predicted by many observers before the 
war [71]. This may be the result of an overestimation of the likes 
of the GRU’s capabilities. It may also be down to stronger than 
expected Ukrainian cyber defences (which had been honed with 
the assistance of NATO countries since 2014) [72]. However, there 
is also a further possible cause here. This is that Russia may be 
wanting to basically ‘hide’ its true cyber capabilities in this Ukraine 
war because it does not want to show them to its NATO adver-
sary. It may be holding these capabilities back to save them for 
a much more important future conflict with NATO. If NATO were 
to be forearmed about the real extent of Russian cyber expertise, 
by witnessing them being used against Ukraine, then NATO could 
develop its own defences. As Kofman et al. [73] expressed it, ‘high-
end cyber capabilities may have been held in reserve for conflict 
with the United States and NATO’. 

5. Cyberspace Operations against Satellites
One characteristic of Russian cyberspace activities during 

the war, and one which should have specific resonance for NATO 
planners, has been the attacks against satellite links. Such links 
have to pass through the IT systems of ground stations and so they 
can be vulnerable to hacking. Data to or from any satellite can be 
blocked, corrupted, or spoofed. Moreover, the actual movements of 
individual satellites or even whole arrays can be controlled through 
cyber intervention [74]. This can ‘induce harmful satellite manoeu-
vres’ [75]. As David Burbach sums up, ‘an invulnerable satellite fleet 
[up in orbit] is irrelevant if cyberattacks can impair its ground-based 
control systems and user access’ [76].

The Ukrainian military has made much use of western satellite feeds 
(for navigation, guidance, communications, etc.). The Ukrainian 
population has also been looking to satellite-supplied data to aid 
in the conduct of their everyday lives. The temptation for Russian 
hackers to target satellites is therefore great – resource-lite cyber-
attacks can produce some profound results. It is not only the GRU 
involved here in such anti-satellite (ASAT) attacks but also, it seems, 
affiliates, such as the ‘cyber troops’ of the (former) Wagner organi-
sation [77]. The ViaSat hack in the first few days of the invasion has 
been mentioned above but there have been other notable exam-
ples. Elon Musk’s Starlink system of satellites was also, for instance, 
subject to hacking attempts [78].
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It appears, though, and as with wider Russian cyberspace opera-
tions, that the degree of attempted hacking of satellite links during 
the war has not been as high as might have been expected [79]. 
This may, again, be a case of overestimating capabilities or that 
Ukrainian cyber defences are better than expected. And it may 
also be because Russian cyber capabilities in this field are being 
husbanded for use in a future major war. However, other spe-
cific issues are also involved here. Firstly, the Russian economy, 
at least to some degree, itself relies on the data supplied by west-
ern satellites. Russian high-tech industries look, in particular, to 
the Global Positioning System (GPS) to provide a very precise tim-
ing mechanism. Such a benefit appears to be restricting Russian 
cyber- interference with the GPS. This does mean that GPS-guided 
Ukrainian missiles and drones are not being prevented from hit-
ting their targets, including within Russian territory. Additionally, 
the Russian military itself also looks, in part, to GPS for navigation 
and guidance and would be hindering its own capabilities if GPS 
became subject to a cyberattack [80].

This issue, though, of the hacking of satellite systems could be 
a major problem for NATO in any future major conflict with Russia 
[81]. A host of NATO capabilities that outmatch those of the Russian 
military (mostly related to C4ISR and weapons’ guidance) rely on 
unfettered access to satellite signals. If these signals are interfered 
with, then it could profoundly affect NATO’s military strength. Given 
what is at stake, Russia will inevitably be involved in what a leaked 
report from the US Central Intelligence Agency noted that China 
was already doing. Beijing was said to be ‘building cyber weap-
ons to hack into enemy satellites that would render them useless 
during wartime’ [82].

6. A Warning to NATO
Beyond the issue of its satellites being potentially ‘ren-

dered useless’ by Russian hacking, NATO states could (will?), in 
the future, be faced by much wider threats from the Russian mili-
tary’s use of IW applied over cyber means. This military is one, as 
noted, that looks upon IW as a major force-multiplier to a degree 
that NATO does not. The Russian military has a specific focus on 
how cyber-psychological and cyber-technical operations can be 
utilised to create strategic, perhaps even war-winning, effect. The 
cyber-psychological methods generally look to generate the long-
term undermining of state adversaries; to weaken them from 
within using influence operations. The cyber-technical means will, 
in peacetime, largely be looking for weaknesses within western 
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IT systems that can be exploited later and used especially during 
actual kinetic conflict. Ideally, according to Russian thinking and 
when necessary, the two methods – cyber-psychological and 
cyber-technical – can be combined to create synergies of effect. 
This would be seen as especially productive in the very early stages 
of any major kinetic conflict when the coordinated activities of the 
two types could, at least theoretically, produce strategically import-
ant results.

There are a number of issues which NATO states should be spe-
cifically aware of in regard to future Russian offensive cyber-
space operations. The first is that, because these operations are 
so important to the Russian military – they are deeply ingrained 
in its doctrinal logic – that they will doubtless be invested in and 
improved in the coming years. Lessons must have been learnt from 
experience in Ukraine. The likes of the GRU and other agencies will 
have understood, what works and what does not; where Ukrainian 
cyber defences are strong and where they might be weak. As a con-
sequence, these Russian cyber agencies can also probably extrapo-
late and go on to establish where NATO cyber defences might also 
be strong and where weaknesses might lie. 

It should be expected that, in the coming years, NATO states will 
experience more refined ‘softening up’ cyber-psychological attacks 
from the Russian military quarter. Western governments, elec-
tions, and even whole populations will be subjected to increased 
attempted ‘manipulation’ activities to degrees not seen before. This 
may result, as anticipated in the Russian military literature on this 
subject, in a long-term weakening of western institutions (NATO, 
European Union [EU], etc.) and a general undermining of the ability 
of individual NATO states to govern themselves effectively. Political 
vacuums could be created that might allow Moscow-leaning 
administrations to come to power. It should also be expected that 
cyber-technical attacks will continue against NATO states. These, 
though, will largely be confined to cyber-espionage activity seeking 
out weaknesses that can be exploited later and when necessary.

And then there is AI. AI will come to play a major part in the refin-
ing of future Russian IW activities. As its capabilities increasingly 
come to be utilised, AI will elevate the potency of all aspects of 
Russian cyberspace operations [83]. Cyber-psychological offen-
sives that make use of social media can, with the application of 
AI, come to be far more targeted and more effective than hith-
erto. And AI-enhanced deepfakes of ‘elite decision-makers’ may 
become indistinguishable from the ‘real’ person and hence totally 
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believable [84]. Cyber-technical attacks, enhanced by AI, could 
potentially be of an unimagined scale and impossible to counter. 

But it is, of course, at times of very high geopolitical tension, or 
maybe even as preparation for major kinetic conflict with NATO, 
that Russian cyberspace operations may provide the greatest 
threat to NATO states. At such a time, a host of attacks – in com-
bination and coordinated – using both cyber-psychological and 
cyber-technical means can be expected – from highly believable 
deepfakes to attacks that cripple a range of CNI targets (proba-
bly using previously planted malware). NATO states may then be 
unable to function as states. And if the state cannot function, then 
how can its military organisations? How then can NATO ‘win’ in 
a major kinetic conflict with Russia? And it may all be down to mere 
information.
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