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—— Abstract

Russia’s 2022 invasion of Ukraine has dramatically altered
global politics, not least that several so-called pariah states appear
to be cooperating at a deeper level than at any time since the end
of the Cold War. Occupying a critical position between the pariahs
and the rest of the community of nations is China, an adversary to
the United States, but not a pariah to the degree of Russia or its
allies North Korea and Iran. Each of these countries has advanced
both cyber and information operations. Considered here is a frame-
work for understanding linkages between China and the pariahs;
a chronicle of cyberattacks by each of the countries mentioned as
well as consideration of possible collaboration; and observations
on their propagandistic information operations since the beginning
of the Russo-Ukraine War.
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Russia is a country, but Russia plus Ukraine is an empire.
- Zbigniew Brzezinski
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—— 1. An Axis of Adversaries

hen George Bush coined the term axis of evil in his

2002 State of the Union address, we could hardly
imagine the current bloc of authoritarian nation-states cooperating
to subvert the international order in place since the end of the Cold
War. Where it was difficult to see Iran, Iraq, and the Democratic
People’s Republic of Korea (DPRK or North Korea) as able to dra-
matically influence global events through cooperative action, two
decades later China and Russia have cultivated international part-
ners whose influence may be found from the Korean Peninsula to
the Esequibo area of South America [1]. This has profound meaning
for cyber conflict, online influence campaigns, and the development
of sophisticated military technology. With its invasion of Ukraine on
24 February 2022, Russia joined Iran and North Korea in the world’s
club of pariah states [2].

Russia’s general invasion of Ukraine in 2022 also represents a new
phase in cooperation between authoritarian nation-states. Russia,
Iran, and North Korea are not just reimagined rogues of the inter-
national system but rather representatives of a new international
order of non-democratic nations. Each of these states has close
relations with Xi Jinping’s People’s Republic of China [3]. This is not
a rehash of the Soviet Union’'s Warsaw Pact but rather a group of
autocrat-led countries which stress and strain the diplomacy and
military power of Western countries referred to by some as ‘NATO
Plus’ (NATO+). What these four countries have been able to do is to
sow chaos through the threat of force or its employment around
the globe. The Russo-Ukraine War has shown that Vladimir Putin’s
regime has friends, and those friends are willing and able to aid
in the war effort. Iran supplies the inexpensive drones blasting
Ukraine’'s energy infrastructure. North Korea exports artillery
ammunition. China cleared boycotted Russian oil exports from the
global market, albeit at a substantial discount.

In the wake of Putin’s grab for Ukraine, the authoritarian states
identified here have been rhetorically cooperative, but to what
degree have their cyber and information influence operations inter-
sected? For example, China allegedly launches information influ-
ence campaigns against Taiwan [4], employing lessons learned by
Russia and where Iran makes use of cyberattack knowledge from
North Korea [5]. Beyond that, these countries lay underpinnings of
challenges of the Western order they perceive as operating against
their interests. Presented here are: (1) a framework for describ-
ing the linkages between these four states, both before and after
the 2022 Ukraine invasion; (2) the modus operandi of cyberattack

www.acigjournal.com — ACIG, VOL.3,NO.1,2024 — DoOI: 10.60097/ACIG/190263

[59]


www.acigjournal.com�

Chris Bronk

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

by each as well as an appraisal of recent (last 24 months) activity;
and (3) description of information operations in the form of digital
propaganda, and how those operations have evolved since Russia
attempted to capture Kyiv and gain control over Ukraine.

—— 2. Framework: Autocratic Alignment and the

Russo-Ukrainian War

Russia’s invasion of Ukraine across several axes on 24
February 2022 represented both major escalation of their con-
flict dating back to 2014 and dramatic change in the international
system. Competition between major powers, set aside during the
period of US hegemony for the prior three decades, was firmly reini-
tialised. This has triggered a reappraisal of theoretical models for
understanding international relations and foreign policy [6]. At the
core of this analysis resides the question of how strategic linkages
between several autocratic states may arise. Central to this thesis
is a reimagined Russia willing to scuttle relations with its Western
economic partners and double down on its cooperation with other
autocratic regimes. Like others in the international system, Russia
seeks security, although of late it appears more inclined to destabi-
lise other states and undermine its near-abroad neighbours.

Putin’s Russia is part of just one traditional security pact, the
Collective Security Treaty Organization (CSTO), which includes five
other Soviet successor states. It also has many defence coopera-
tion agreements (DCAs), which are ‘formal bilateral agreements
that establish institutional frameworks for routine defence coop-
eration’ [7]. Russia maintains DCAs with no less than 20 coun-
tries across the Americas, Africa, Asia, and Europe, including ones
with China, North Korea, and Iran. Finally, there is the Shanghai
Cooperation Organization (SCO), which includes China, Iran, and
Russia, but not North Korea." It sends mercenaries to the Middle
East and Africa; sells arms to dozens of nations; and appears willing
to share technology with its closest allies.

The 2022 invasion of Ukraine has moved Russia to the status pariah
state [8]. What does that mean? ‘Pariah states are ostracized by
significant portions of the international community for egregiously
violating international norms’. Typically, they are governed by
‘insecure authoritarian regimes’ [9]. As a pariah state, Russia joins
a growing list of others, including Myanmar, Venezuela, and Syria
as well as Iran and North Korea. It is much larger than any of the
others, and its future is largely dependent upon a linkage to China.
‘For pariah states that flout international norms, China is a key
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source of diplomatic and economic support’. For Russia, China’s
support is embodied in the actions of an enabling sponsor which
aids in evading sanctions, performs the role of a diplomatic shield,
and engages in supporting information operations [10].

—— 2.1. A Renewed Sino-Russian Alliance?

The closeness of collaboration between China and Russia
rests upon how much they see themselves as aligned against the
United States and how much Xi's China is willing to cooperate with
heavily sanctioned pariah regimes. There are several metrics to
consider in Sino-Russian cooperation. In the last decade, Xi Jinping
and Vladimir Putin have met 42 times [11]. These meetings have
occurred following the invasion of Ukraine, with a bilateral visit in
Moscow in March 2023, followed by a sideline visit at the Third Belt
and Road Forum in Beijing. Then there is trade. In 2023, the volume
of trade between Russia and China hit a record high of $240.1 billion,
marking a 26.3% increase from the previous year [12]. The volume
of Russian oil exports to China rose by 24%, making it China’s larg-
est crude oil supplier, ahead of imports from Saudi Arabia [13].

There are also the words that unite the pair. In the joint declara-
tion made weeks before Russia’s Ukraine invasion, Xi and Putin
indicated a deepening of ties. Their statement made at the opening
ceremony of the XXIV Olympic Winter Games reaffirmed ‘the new
inter-State relations between Russia and China are superior to polit-
ical and military alliances of the Cold War era’, and that ‘friendship
between the two States has no limits’ [14]. In a December 2022 call
between Xi and Putin, Xi reiterated the need for, ‘China and Russia
to remain true to the original aspiration of cooperation, maintain
strategic focus, [and] enhance strategic cooperation’ [15]. More
than two years into the Russo-Ukrainian War, Putin and Xi continue
to celebrate ‘deepened bilateral engagement and cooperation’
between their countries [16].

—— 2.2. What Role Theory?

As the international system migrates away from US hege-
mony to a new period of competition between major powers, there
is also a need to reappraise approaches to understanding power in
international relations. As was true on the eve of the Second World
War, we can assume that power is wielded in three major areas:
military, economic, and information [17]. China, Russia, North
Korea, and Iran, the Big Four of major US adversaries, all engage in
significant cyber and information operations. The question for the
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immediate future is how much these countries may cooperate in
those operations. This requires an analysis of academic and trade
cybersecurity sources as well as information operation trackers.
That said, we require a theoretical overlay for understanding how
the rogue regimes studied identify themselves as individual and
collective actors. For this, we need a theoretic construct for under-
standing the roles that those states choose to play and how they
prioritize those roles.

Holsti’'s groundbreaking work on state roles may serve as a benefi-
cial heuristic device for understanding the foreign policy of pariah
state cooperation [18]. While not a major plank of international
relations, role theory can be a form of bootstrapping construct for
understanding state behaviour. It ‘offers a framework for describ-
ing national role performance and role conceptions and for explor-
ing the sources of those role conceptions’ [18]. Although more than
five decades have passed since role theory came to foreign policy
analysis, others have found it to have utility. Walker made use of
role theory in much of his scholarship, including a contribution pro-
duced with Malici, highly relevant to this thesis on role theory and
the behaviour of rogue states [19]. Thies and Breuning considered
how it may be used to bridge study of foreign policy and interna-
tional relations [20]. Cantir and Kaarbo employed it in understand-
ing how domestic politics shape foreign policy roles [21].

While the role definitions that Holsti devised speak to the time of
conceptualisation at the mid-point of the Cold War, we can con-
sider the roles China and its pariah allies as contemporary ana-
logues. Iran conceives of itself as both a ‘defender of the faith’ and
‘regional leader’. North Korea may be the best described as an
‘anti-imperialist agent’ and a ‘faithful ally’ of China. Finally, Russia,
the newest member of the pariah club, may see itself in the roles of
regional leader and protector as well as an agent standing against
the West. Goodness of fit of contemporary behaviour to mature
theory is undoubtedly fraught with the potential for mischaracteri-
sation, but the question at hand is how to place cyber and informa-
tion operations into a conception of role.

How do we assign roles to understand cyber and information
operations? That is the fodder for the following two sections. We
must examine how these states behaved before 24 February 2022
as well as after this date. First to be treated is the milieu of cyber-
attack, which can be generally described as the subversion of sys-
tems regarding their maintenance of confidentiality, integrity, and
availability [22]. This is an area in which each of the four countries
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studied definitely have developed clear behaviours that may trans-
late to broader state roles.

—— 3. Cyber Operations

Fancy Bear, APT 28, Lazarus Group - these are the code
names given by the Western cybersecurity industry to different
groups subverting online systems for political and military pur-
poses, often as part of a criminal enterprise more lucrative than the
drug trade. Since Russia’s full-scale invasion of Ukraine in February
2022, some consider cyber conflict eclipsed by kinetic forms of war-
fare [23]. When we look at how the core members of the adversarial
bloc use cyber techniques, there is little of the kinetic cyberattack
activity of the sort perhaps feared most, but the employment of
cyberattack remains an important tool for our four major adversary
states.

North Korea robbed the accounts of a foreign central bank. Iran
likely erased thousands of computer hard drives at Saudi Arabia’s
national oil company. Russia figured for attempting to destroy
the computers used to operate portions of Ukraine’s power grid.
China was labelled the greatest thief of intellectual property by for-
mer secretary of defense and CIA director Leon Panetta [24]. While
any country able and willing appears to be using cyber methods
for intelligence gathering, each of the states covered here also use
them for what would be economic espionage or criminal activity;
things shunned in the West. Each of the four powers identified here
has brought unique attributes to cyber campaigns. In its cyber
offensive behaviour, North Korea is a cybercriminal gangster state.
Iran is a theocratic warrior mixing the efforts of proxies with cyber
operations to destabilise its enemies. Russia has performed mas-
terful cyber-espionage campaigns while also crossing the Rubicon
into effective acts of cyber-kinetic action. Finally, China has used
cyber techniques to vacuum up enormous amounts of sensitive
and proprietary data while attempting to steer global data flows to
its purview for purposes of surveillance and potentially subversion.

— 3.1. A Record of Cyber Exploits in Brief

Before the invasion of Ukraine, North Korea, Iran, Russia,
and China had highly visible cyberattack programs of concern to
the United States and its allies. North Korea stands out for its gang-
sterism as well as criminal cleverness. Kim Jong-Un’s cyber forces
are a state criminal enterprise, and they are expert in theft. As of
2022, North Korean hackers had reputedly stolen some $1.5 billion
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in cryptocurrency from the wallets of unsuspecting virtual currency
holders [25]. In February 2016, North Korean hackers attempted
an enormous heist, attempting to lift nearly $1 billion from the
Bangladeshi central bank’s account at the New York Federal
Reserve Bank. North Koreans are also behind a significant piece of
the global ransomware racket, with the country’'s Lazarus Group
behind the 2017 WannaCry ransom encryption software [26]. While
WannaCry raked in very little, perhaps $1.5 million, the cost to
organisations and individuals stricken by it amounted to billions,
making it a significant disruptive attack [27]. In addition, WanaCry
made use of source code from a cyber exploit know to and used by
the US Intelligence Community. Other North Korean cyber actions
have aimed more at disruption adversaries than anything else.

Where North Korea's cyber efforts are largely designed to fill the
coffers of state and its ruling elite, Iran has employed forms of
cyber action to pursue its political-ideological objectives [28].
Important in understanding Iran’s own offensive cyber aims is the
impact of Stuxnet, a series of cyberattacks upon the country’s nucle-
ar-enrichment infrastructure. Discovery of the Stuxnet software did
allow Iran to engage in an interesting form of collaboration. While
most of the detective work on Stuxnet was performed by cyberse-
curity firms and experts, further investigation of Iran’s sensitive
networks revealed the presence of other sophisticated malware
created by what was labelled The Equation Group, a euphemism
for the US National Security Agency. The malicious software, code-
named Duqu and Flame, were discovered in a shared effort under-
taken by Russian cybersecurity firm Kaspersky in collaboration
with Budapest University of Technology and Economics as well as
the Iranian national computer emergency response team (CERT).
Iran found the International Telecommunications Union (ITU)
a helpful partner in bringing Flame out of the shadows. The ITU’s
then director, Hamadoun Touré, is a graduate of Soviet graduate
institutions, and may have aided cooperation between the parties
to a considerable extent [29]. By focusing on Iran’s compromised
systems, Russia likely gained deep knowledge of the US and likely
Israeli cyber operations and tools. Months after discovering Flame,
Iran ostensibly launched Shamoon, a data deletion attack against
its neighbour Saudi Arabia, targeting the country’s national oil
company [30]. Was it helped by Russia? That is a question without
a publicly known answer.

Moving along to Russia, the rump state of the former Soviet Union

has a record of cyber operations stretching back to the massive
virtual attack it conducted against Estonia in 2007 [31]. Moscow
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launched increasingly sophisticated cyberattacks on Ukraine after
the country’s leadership chose to forge closer ties with the West.
Those attacks became increasingly menacing after Russia’s proxy
operations in the Donbas and later invasion of Crimea. The Petya/
Not Petya wiper malware spilled beyond Ukrainian targets, dam-
aging the IT systems of several major multinational firms [32]. It
also took a page from the Stuxnet playbook in its attempt to knock
offline Ukraine's oblenegro regional electricity distribution con-
cerns. While largely unsuccessful, this last operation struck a nerve
as the Main Directorate of the General Staff of the Armed Forces of
the Russian Federation, or GRU, demonstrated a significant capa-
bility in attacking industrial control system computers managing
pieces of Ukraine’s critical infrastructure [33]. Cyber operations,
mostly designed to purloin sensitive information, were also a sig-
nificant portion in Russia’s information operations aimed at sowing
chaos in the 2016 US national elections [34].

In stark contrast to Russia’s disruptive operations, China’s cyber
activity has largely focused on one activity, espionage. China’s
cyber operations have vacuumed up massive amounts of informa-
tion, largely in the areas of industrial espionage and the theft of
intellectual property for both civilian and military development [35].
Google left China in 2010 over the theft of the firm's intellectual
property via cyber means [36]. Chinese intelligence operatives
penetrated the computer networks of the US Office of Personnel
Management (OPM), the human resources office of the American
government, and then proceeded to copy a massive volume of
sensitive information on federal employees, including security
clearance paperwork [37]. Elements of US weapons design have
showed up repeatedly on Chinese platforms, indicating breaches at
major defence contractors [38]. In addition to the collection of eco-
nomic and military information, China has used cyber techniques
for espionage directed at dissenters in its overseas diaspora, for-
eign diplomatic missions, and even the international organisations
charged with regulating sport [39]. While often discovered in the
act, China has remained undeterred in its massive cyber intelli-
gence operation.

—— 3.2. Activity in the Wake of the War(s)

How have the cyber operations of North Korea, Iran,
Russia, and China changed in the last 2 years? To answer this,
requires visits to the literature of cyberattack produced by cyber-
security companies, academics, and independent research-
ers. Ostensibly a failure of government in the United States and
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elsewhere, the cybersecurity industry provides an enormous
amount of intelligence information regarding cyberattack tech-
niques, hostile actors, and system vulnerabilities [40]. The actions
of hostile states have evolved; however, each of the four countries
studied appears to be sticking with its pre-2022 cyber operations
gameplan. As the cybersecurity consultancy Crowdstrike demon-
strates with its stockpile of incident response data (see Tab. 1), each
of the four has largely stuck to its previously established pattern of
attack behaviour.

That said, Iran’s activity appears to have grown notably, not in the
last 2 years, but more recently. Iran, once allegedly targeted by
Israel for cyberattack, is increasingly turning the tables on it. Since
the 7 October 2023 surprise attack by Hamas on Israeli territory
adjacent to the Gaza Strip, Iran has dramatically increased its cyber-
attack activity. Operations include data leaks, data deletion, denial
of service, and perhaps most menacing, threat of attack on critical
infrastructure targets. Iran’s cyber offensive capabilities are likely
growing but examples of Iranian collaboration with other states
remain few.In December 2023, Iran’s legislature approved an agree-
ment signed by the two countries’ foreign ministers regarding
cyber threats and information security [41]. Lopez-Rodriguez et al.

Table 1. Cyber activity by country, 2023.

Adversary group Description

Russia

Fancy Bear Credential collection on MS-Exchange and phishing

Cozy Bear Credential collection through MS Sharepoint and Office365
China

Jackpot Panda Malicious utility Trojan deployment

Cascade Panda Actor-in-the-middle attacks & remote access tools (RAT)

North Korea

Labyrinth Chollima  Supply chain compromise

Iran

Spectral Kitten Leaked PII, CCTV intrusions

Haywire Kitten Cyber-kinetic attack threats, hack and leak ops, and distributed
denial-of-service (DDoS)

Banished Kitten Wiper data deletion attacks

Vengeful Kitten Wiper and cellular infrastructure attacks

Source: Crowdstrike Global Threat Report 2024.
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offer that both Russia and Iran have attacked energy infrastruc-
ture by cyber means but provide no evidence of collaboration in
the wake of the Ukraine invasion [42]. Ties between Iran’s increas-
ing cyber attack profile and Russian support are rumoured, but
thus far concrete evidence of those ties does not appear to have
made it into open sources [43]. In messaging, however, there may
be suggestions of greater closeness between China and its pariah
allies.

—— 4. Digital Propaganda

All four of the adversary states observed here have
a two-fold information strategy. First and foremost, each main-
tains internal information controls on their populations [44]. To
Western observers with relatively unfettered access to informa-
tion, the internal information resources of Russia or China appear
draconian. Regarding external information operations, the public
messaging of state organs, especially Russia’s, appear ludicrous.
Of Ukraine, Russia’s Pravda offers headlines like ‘Zelensky’s give-
me-more-money ship is to sink at Davos’ and ‘Special military
operation to end with Russia reuniting with Ukraine’. China's
People’s Daily suggests that American support for Ukraine equates
to a message on how ‘US pursuit of democracy puts world at risk’.
Concern is that external propaganda strategies draw on this unre-
ality to manipulate and subvert opinion in democratic states, in
some cases with significant success. Internal and external informa-
tion strategies of China and the pariahs combine unreality on both
sides of the coin.

Internal controls on speech are common to the authoritarian
regimes covered here. Massive powerful internal security forces
are also common to all four countries. In Iran, its Gast-e Ersad or
Guidance Patrol polices on violations of Islamic law while many of
the other law enforcement agencies work to stifle counterrevolu-
tionary activities [45]. North Korea also maintains an enormous,
coercive internal security machine, which according to the US State
Department human rights reporting may jail as many as 120,000 of
the country’s citizens [46]. Both Russia and China imprison political
dissidents, protestors, and critics of their regimes. In both coun-
tries, dissidents frequently disappear, and China’s government
frequently purges government officials at the highest levels [47].
When former Chinese deputy leader Li Kegiang died in October
2023, aged 68, critics of the Chinese government wondered if his
death by heart attack in a swimming pool was a euphemism as
much as Russian deaths from falling out of windows [48].
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With its massive information and computing technology (ICT)
sector, China has thoroughly connected itself to the world’'s com-
munications networks [49]. Conversely, access to the Internet in
North Korea is highly restricted and limited primarily to govern-
ment officials, select institutions, and a small number of foreign-
ers living in the country. Most North Koreans do not have access
to the global Internet, although some internal information tech-
nologies exist [50]. In between them reside Russia and Iran, both
of which have purchased Chinese technologies that are part of its
the so-called Great Firewall [51]. The Great Firewall is a sophisticated
system for deep packet inspection and censorship of information
access and communications [52]. In addition to blocking Internet
traffic, China also employs a strategy to substitute Chinese-owned
Internet platforms and tools for those owned by the US or Western
firms. Facebook, Wikipedia, and X (formerly Twitter) are banned
in China, and Internet searches are performed in compliance with
China or not at all.

With the late 2021s, China brought its own applications to global
audiences. In 2022, TikTok, a Chinese short-form video social
media platform was again the most popular app download, glob-
ally, for mobile phones. This has drawn concern from Western
governments [53]. TikTok is banned on the mobile devices of state
employees in Texas, including the author. That said, the threat
TikTok presents, other than to other forms of media, remains vague
at best [54]. Other methods of Chinese propaganda range from
state-run online news and entertainment to use of Western plat-
forms for the placement of Chinese state messages and images [55].
Indeed, Chinese employment of social media in propaganda capital-
izes on the US firms and their advertising business models [56].

It was Russia which showed how much the social media enterprise
could be used to bring chaos to the lifeblood of the West's dem-
ocratic governments, their elections. Nearly a decade after the
US 2016 presidential election, considerable scholarship has been
generated on how Russia employed social media to damage the
political campaign of the candidate it found threatening, that of
former senator and secretary of state Hillary Clinton [57]. Nadler
et al. point out how the social media influencing technologies cre-
ate a Digital Influence Machine (DIM), which can be employed, ‘to
identify and target weak points where groups and individuals are
most vulnerable to strategic influence’ [58]. As societies cultivated
cultural and ideational influencers, Russian propagandists adapted
their own influence techniques to this new, informational tableau
for the purpose of achieving their external political goals. Zuboff's
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‘surveillance capitalism’ had found a place in democratic poli-
tics [59]. The US social media firms were prepared to sell political
advertising to firms they knew little or nothing about. Even worse,
unlike traditional media, Facebook and Twitter held firm that they
needn’t label political advertising with the source of the ad.

While 2016 may represent the high-water mark for digital subver-
sion of electoral processes through malicious employment of social
media, its use has broadened and continuing. China has now grad-
ually increased its use of social media disinformation strategies.
During the recent 2024 Taiwanese elections, it on social media
actively attempted to support its favourites and discredit candi-
dates it views as threatening [60]. This was part of a coercive strat-
egy that also includes military and economic planks for bringing
Taiwan under increasing Chinese control and eventually unifying it
with Beijing. At the same time, Russia continues to use DIM strate-
gies to drive a wedge between Ukraine and her foreign allies as well
as undermine democratic politics in those states it finds to be most
threatening to its own geopolitical ambitions [61]. Iran too, actively
engages in online disinformation campaigns, especially in support
of its proxy operations in Lebanon, Syria, and Yemen [62].

In contemporary stocktaking, the pariah states may be able to sig-
nificantly influence the politics of countries at a global distance.
Moscow and Beijing’s chief South American ally, Venezuela, has
received strong informational support as its government pos-
tures to invade the oil-rich region of its neighbour Guyana [63].
Iran continues to produce propaganda in support of its Houthi
and Hezbollah allies. For Russia and China, cooperation comes in
the alignment of narratives and amplification of each other’s mes-
sages, especially on platforms like Twitter and Weibo [64]. Chinese
state-controlled outlets help spread the Kremlin's narrative of the
war in Ukraine, often echoing Russian perspectives and criticisms
of Western policies [65]. Additionally, both countries have targeted
the Western financial system in their propaganda and disinforma-
tion campaigns. The collapse of Silicon Valley Bank in 2023, saw
Russian and Chinese state media promoting narratives about the
need for a new global financial system, often criticizing Western
financial practices and institutions [66].

Iran presents again a novel picture for using the global informa-
tion environment for its benefit. ‘Iranian cyber actors have been at
the forefront of cyber-enabled I[nformation] O[perations], in which
they combine offensive cyber operations with multi-pronged influ-
ence operations to fuel geopolitical change in alignment with the
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regime’s objectives’ [67]. But again, Iran’s actions in digital pro-
paganda have a lot less to do with events in Ukraine than its own
regional ambitions and willingness to use cyber, information, or
proxy operations to erode the standing of Israel, the United States,
and others involved in the region. Microsoft's reporting on Iranian
information influence operations in the wake of the 7 October 2023
attacks indicates a four-prong strategy on undermining Israel. First,
it is releasing propaganda designed to polarise the Israeli public,
often masquerading as left-leaning Israeli voices. Second, it makes
threats to Israeli infrastructure, even if those threats can’t be made
good. Third, it has used email and text messages to damage the
morale of Israeli defence forces and their families. Lastly, Iran has
attempted to undermine international support for Israel by ampli-
fying images of destruction and privation in Gaza [68].

The great unknown for information influence at the time of writ-
ing is how China and each pariah state will act during the 2024 US
general election. No doubt much will happen and digesting the true
meaning and intention of those events. Information influence does
not take place in a vacuum. The US and its allies continue to mobil-
ise effort to better understand how influence operations work and
also on how they may be short-circuited. Are China, Russia, Iran,
and North Korea cooperating on information operations or is it just
that their operations share the same targets. This we will continue
to learn with additional time and data.

—— 5. Conclusions

Collective security has been the cornerstone of the West's
international security policy since 1945 [69]. During the Cold War,
the members of the Warsaw Pact either feared invasion by or were
indeed invaded by the Soviet Union. Just as suddenly as Soviet con-
trol extended across the territories it occupied in Europe’s East
during the end and immediate aftermath of the Second World War,
the Soviet Union collapsed with only a Russian rump state (and its
nuclear arsenal) remaining. More than 30 years later, Russia has
found new expansionist ambitions played out in its near abroad,
most notably in its invasion of Ukraine. It now sits at the centre of
a security arrangement with North Korea and Iran, two-thirds of
President George W. Bush's axis of evil. The full-scale war in Ukraine
since 2022 has made Moscow an importer of arms from those two
countries by sheer necessity. These both countries are also esca-
lating their positions in regional conflicts and proxy wars to make
the job of Western diplomacy and defence markedly harder. This
stretches an American defence establishment thinner at a time
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when the maintenance of the US conventional deterrence appears
more difficult [70].

Where that deterrence may be most important for the moment is
in the Western Pacific. China’s cyber and information operations
indicate a growing impatience with Taiwan’s independent status.
Fortunately for Taiwan, cyber and information operations are far
easier to undertake than kinetic military operations. The fundamen-
tal question to be answered from the conjectures offered here is to
what degree China is part of the informal alliance between Russia,
North Korea, and Iran [71]. If it is, then that makes the geopolit-
ical stage all that more dangerous. That is because China brings
an economic strength that the pariah states do not have. Time will
tell if the adversarial bloc is real or if significant distance remains
between China and the rest. For the American consumer, China is
the manufacturer of their shoes, clothes, laptops, computers, and
other consumer goods. For the US defense planner, it is the prime
threat to Asian security and the justification for a ‘pivot to Asia’ that
begun in the Obama administration [72]. Rectifying these realities
into a workable strategic vision is vexing to say the least.

There are limits to cooperation. China and each of the pariahs has
its own parochial interests. While evidence of an ideological break
may exist between the West and China, this does not necessarily
translate to a fundamental military or economic one. With many
Western democracies still importing Russian oil and gas, Moscow
has avoided a full economic disconnect from the rest of the world
despite its invasion of Ukraine. For China, its bellicose language
over Taiwan, maritime disputes, and other issues have not trans-
lated to a disconnection of its economy from the rest of the world
either. If there is a lesson to be learned, it is that rhetoric in the
channels of information power rarely matches willingness to
engage in economic or military conflict. Talk remains cheap and the
Internet makes transmitting it even cheaper.

Will China go it alone in meeting its objectives? Despite its now
mature Belt and Road initiative, Chinese lending and infrastruc-
ture development has not yielded the form of security relationships
coveted in Washington - ‘The United States has fifty security pacts
with different countries around the world. China has only one, with
North Korea’ [73]. If Russia, North Korea, and Iran are now China’s
allies, they make Beijing’'s designs on territorial aggrandizement
in the South China Sea and absorption of Taiwan more achievable,
simply by distracting the United States and its allies. Combined,
these four nation-states can make much chaos in the information
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environment and cyber domain. They also can tie down NATO+
assets with the mere threat of military action. How well they will
hang together and work collectively towards shared goals is per-
haps the most pressing question in international security today.
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