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—— Abstract

This study attempts to explore the extent to which EU
support during the decentralisation process in Ukraine facilitates
local authorities’ digitalisation and strengthens their resilience
against cyber attacks. The Ukrainian cyber attack cases are becom-
ing more frequent in 2022 and 2023 in terms of war, especially on
the websites of local authorities. The article demonstrates that
decentralisation with the support of the EU-funded U-LEAD assis-
tance programme provides an opportunity to bring state services
closer to citizens and, accordingly, increase the efficiency of their
provision. Decentralisation and digitalisation go hand in hand in
the process of implementation in Ukraine. The digitalisation in this
direction of local administrations becomes a tool for achieving
this goal because it allows local administrations to offer more of
their services in a digital format, which ensures the resilience of the
development of local authorities. At the same time, the local author-
ities are less protected against cyber attacks, especially during the
war. The article employs a semi-structured interview method to
analyse data, revealing that representatives from local authorities
participate in various training courses to enhance cybersecurity
skills. However, the challenges vary and include issues such as lack
of personnel, lack of funding, complex application procedures, lack
of coordination, and technical capacity limitations. Indeed, Ukraine
is still in the process of improving its own model of cyber defence
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for local authorities and the country as a whole in terms of counter-
ing Russian aggression, using among others practices of NATO and
EU countries in the specified field.

——  Keywords
cyber attacks, cybersecurity, local authorities, digitalisation, decentral-
isation, EU

—— 1. Introduction
Against the background of the ongoing full-scale
Russian invasion of Ukraine and geopolitical tensions,
at the same time, Ukrainian local authorities are in the treach-
erous territory of cyber attacks, as well as fulfilling integration
requirements to the European Union. Cyber attacks are increasing,
and local governments are often under-resourced and underpre-
pared for them as indicated by Frandell et al. [1]. Moreover, cyber
attacks actions aim to obtain sensitive information, disclose it, and
threaten to publish or self-publish classified information about the
state’s information infrastructure [2]. The difficulties that large
governments are having in this regard suggest that municipalities,
especially small- to medium-sized ones, may also be struggling to
protect their and their citizens’ data [3]. At the same time, social
media platforms, owned and operated by third parties, introduce
potential threats such as accidental private data disclosure, mis-
information spread, and hacks mentioned by Kenney [4]. As an
example, during 13-14 January there was a global cyber attack on
Ukrainian government websites. The websites of the Ministry of
Education and Science, the Ministry of Foreign Affairs, the State
Emergency Service, the Cabinet of Ministers, the Ministry of Energy,
and ‘Diia’ (a mobile application developed by the Ministry of Digital
Transformation of Ukraine for Ukrainian citizens) were not working.
The attack presented a step towards the imminent Russian invasion
on February 24.

Destructive attacks are a component of Russian wartime cyber
operations [5]. Cyber attacks continue and threaten the well-being
of the civilian population, and their amount is increasing at the
local governments and more heavily impacted by cyber incidents
than before. The combination of cyber- and physical attacks was
aimed at disrupting the functioning of the Ukrainian government,
municipalities and the army, undermining the public’'s faith in
these institutions, damaging objects of critical infrastructure, and
causing irreversible catastrophic consequences [6]. And under the
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conditions of the current decentralisation, local authorities have
received more powers, but at the same time this a transitional
stage and creates certain challenges. Decentralisation processes
are related to digitalisation processes, which started at the same
time and take place in parallel. Whereas digitalisation processes
are aimed at improving administrative services at the state and the
local level where the implementation is main.

The ongoing decentralisation process in Ukraine is considered one
of the most successful reforms in the country so far highlighted by
Pintsch [7]. Decentralisation of public authorities is a mechanism
that ensures the sustainable development of regions of the state
on the basis of the legislative and regulatory transfer of functions,
powers and budgets from the central executive bodies to the local
self-government bodies [8]. The development of the state and
decentralisation situation is a transfer of powers and resources
to lower levels of public administration. In addition, decentrali-
sation stands out as one of the forms of development of democ-
racy, which allows the state and its institutions to expand local
self-government. Also, decentralisation allows to activation of the
population for decision-making and implementing solutions for
their own needs and interests. Furthermore, decentralisation nar-
rows the sphere of influence of the state on society, replacing this
influence with self-requlation mechanisms developed by society
itself, which reduces the expenses of the state and taxpayers for
the maintenance of the state apparatus indicated by Lukin et al. [9].

A review of the literature proves significant scientific interest
researchers to study various aspects of decentralisation of the
modern state, challenges and problems of decentralisation pro-
cesses, and administrative and territorial reform. Rhodes and Bevir
determine the general methodological principles of the theory of
decentralisation, they proposed by Wagenaar (2014) the ‘distinctive
interpretive theory’ [10]. Some of the scientists such as Dyer and
Rose [11] that mentioned the successful implementation of decen-
tralisation depends on strengthening the potential of local bodies’
power and the government’s capacity for assistance and support-
ing decentralisation. It is important that local authorities and, com-
munities make the most of their territorial features, even if they are
unfavourable that was highlighted by Mikus et al. [12].

—— 2. Methods
This article is based on the method of qualitative
semi-structured interviews with a diverse group of 19 content
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experts, which were conducted between May 2023 and May 2024.
The participants are established IT and cyber specialists, decision-
makers in local authorities and central government bodies, politi-
cian leaders, professors, and researchers at universities, community
managers, representatives of the cybersecurity charity funds, and
NGO managers as shown in Table 1. Also, it was analysed official
reports from the State Service of Special Communications and
Information Protection of Ukraine (SSSCIPU) [13], Microsoft Digital
Defense Reports [14], Cybersecurity Tech Accord [15], and pub-
lished interviews of leaders of the SSSCIPU, and media reports
about cyber attacks in Ukrainian, including the observation of the
social network platform as the official telegram channel of the State
Special Communications.

The interviews reported in this article were initiated and organ-

ised within the framework of the project ‘Digital transformation in
Ukraine and EU integration’, which investigates the EU support for

Table 1. Semi-structured interviews with a diverse group of experts

Interview Description

I-1 Decision makers

I-2 Digital leader of the community
1-3 IT Manager

-4 Cybersecurity specialist

I-5 Politician

I-6 Cyber specialist

I-7 Professor

I-8 Researcher

I-9 Manager at the local authority
I-10 Decision maker

I-1 Public organisation manager
1-12 Manager of the NGO

I-13 IT specialist

1-14 IT specialist

I-15 Decision maker

I-16 Community manager

1-17 IT specialist

I-18 Decision maker

I-19 IT specialist
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Ukrainian local authorities facing cyber attacks during 2022-2023.
The geographical representation of the respondents is as follows -
from the central part of Ukraine and north - 8 local authorities,
south - 5, west - 4, and east - 2.

Due to the sensitivity of the topic, it was difficult to arrange inter-
views. The most commonly given reasons for non-response were
restrictions on official duties as public servants and martial law, fear
of participating in the interview, lack of time, and refusal without
giving a reason. Indeed, almost 85% of the respondents expressed
appreciation for its timeliness and relevance. The selection is based
on the respondent’s willingness to participate in the interview.
Most of the interviews took about one hour. The collection, stor-
age, and analysis of the interview data are based on compliance
with ethical standards and protection of the rights of the interview
participants regarding voluntary participation, anonymity, and
confidentiality.

—— 3. Decentralisation and digitalisation processes

in Ukraine

It is worth noting that the process of decentralisation and
digitalisation did not begin almost in parallel since 2019. Indeed,
in Ukraine, from the very beginning of its declaration of indepen-
dence in 1991, the issue of decentralisation of power occupied
a rather important place, since there was a strong centralisation of
power in relation to decision-making. After the Orange Revolution,
in 2004, changes were made to the Constitution of Ukraine and the
governmental system changed from presidential-parliamentary to
parliamentary-presidential. In 2010, the system was changed back
to president-parliamentary, and after the Revolution of Dignity in
2014, the issue of changes was raised again, and the form of gov-
ernment got back to parliamentary-presidential. In addition, a thor-
ough decentralisation process started in 2014.

As a matter of fact, Ukraine has established European integration
as its main political course and a decentralisation process for mak-
ing changes inside the country. Practically it chose a ‘partnership’
model of local self-government, under which the state recognises
the increased importance of the territorial community as a carrier
of direct democracy and a full-fledged living environment for citi-
zens. According to the European Charter of Local Self-Government,
which was adopted in 1985 and entered into force in 1988, the
parties must guarantee the political, administrative, and financial
independence of local authorities [16]. Additionally, Article 2 of this
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charter, it is mentioned that ‘the principle of local self-government
shall be recognised in domestic legislation, and where practica-
ble in the constitution’. Article 3 of this charter provides that ‘local
self-government denotes the right and the ability of local authori-
ties, within the limits of the law, to regulate and manage a substan-
tial share of public affairs under their own responsibility and in the
interests of the local population’ [17]. Ukraine signed the European
Charter of Local Self-Government in 1996, and the Charter entered
into force in Ukraine in 1998 [18].

According to the constitution of Ukraine, decentralisation is a pro-
cess of transferring parts of the functions and powers of the central
executive bodies to regional and local self-government bodies [19].
The issue of the Ukrainian decentralisation process was investigated
by Vasylieva et al. [20], also the decentralisation reform as a domes-
tic development was noted by Keudel and Huss [21], international
support for decentralisation and processes of decentralisation as
a tool for the advancement of governance and for conflict man-
agement was described by Rabinovych and Gawrich [22]. Indeed,
decentralisation of public authority is the process of redistributing
competencies between the central and local levels with a shift in
the focus of implementation on the ground of pre-defined func-
tions guaranteed by the state.

In 2015, Ukraine adopted the Sustainable Development Strategy
‘Ukraine - 2020°, which provides for the implementation of 62
reforms, including decentralisation [23]. The decentralisation
reform involves the creation of a new link in the system of admin-
istrative organisation in Ukraine through the introduction of a new
administrative-territorial unit - the United Territorial Community
(UTC - Hromada). They are formed as a result of the voluntary asso-
ciation of adjacent territorial communities, villages, towns, and cit-
ies in accordance with the Law of Ukraine ‘On Voluntary Association
of Territorial Communities’ [24].

Current Ukrainian legislation does not define the concept of the
Hromada. It indicates that a Hromada includes a voluntary associa-
tion of residents of several villages, towns, and cities that have a sin-
gle administrative centre. According to Article 140 of the Constitution
of Ukraine, local self-government is the right of a territorial commu-
nity to independently resolve issues of local importance within the
limits of the Constitution and laws of Ukraine. So, a ‘united territorial
community - Hromada' is a set of residents united by permanent res-
idents within a certain village, town, or city, which are independent
administrative-territorial units with a single administrative centre.
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The powers of territorial communities derive primarily from the
Constitution of Ukraine and the Laws of Ukraine’s ‘On Local
Self-Government’ and ‘On Voluntary Association of Territorial
Communities’. In particular, the analysis of Art. 140-143 of the
Constitution shows that most issues of local importance are not
resolved by Hromadas directly but through local self-government
bodies created by them.

Under the decentralisation reform, the Hromadas have gained
greater powers, resources, and responsibilities, and legislative
changes have increased the range of services that they can pro-
vide locally. Therefore, citizens of such Hromadas expect to have
convenient and high-quality administrative services from their local
authorities. With the support of international donor programmes,
centres for the provision of administrative services (TSNAPs) have
been created. These are premises where, according to the ‘single
window’ principle, citizens can get the necessary administra-
tive services. International donors and programmes, include the
Representation of the European Union in Ukraine, ‘U-LEAD with
Europe’, and USAID.

Regarding the U-LEAD programme, it is worth noting that it
is financed by the European Union and its member countries
Denmark, Estonia, Germany, Poland, and Sweden. In a project
description, U-LEAD’s thematic priorities are described as follows:
‘It improves the capacities of municipalities to carry out the newly
assigned tasks and promotes citizen and private sector engage-
ment in local affairs. U-LEAD provides advice on strengthening local
self-government (LSG) and regional development to the national
level, improving coordination between different ministries and
levels of government’ [25].

In Ukraine, there is a three-level administrative-territorial system,
where the first place is the regional level divided into oblasts, the
second place is the subregional level (districts), and the third place
is the basic level - which is divided into administrative-territo-
rial units (‘Hromadas'’), which consist of cities, urban villages, and
villages. Nowadays, there are 1470 Hromadas in Ukraine as a result
of the decentralisation reform that shown in the Table 2. The decen-
tralisation processes included the following: administrative ser-
vices, local budgets, health care, social services, cooperation with
municipalities, education, and security.

According to the digitalisation process in this paper, it refers to the
integration of digital technologies into various aspects of society
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Table 2. The new system of administrative and territorial organisation as of
October 7, 2021.

Regional level Number of basic-level Number of administrative-

(Oblast) administrative-territorial territorial units of the
units (‘(Hromadas’) subregional level (districts)

AR Crimea - 10

Vinnytska 63 6

Volynska 54 4

Dnipropetrovska 86 7

Donetska 66 8

Zhytomyrska 66 4

Zakarpatska 64 6

Zaporizhska 67 5

Ivano-Frankivska 62 6

Kyivska 69 7

Kirovogradska 49 4

Luhanska 37 8

Lvivska 73 7

Mykolaivska 52 4

Odeska 91 7

Poltavska 60 4

Rivnenska 64 4

Sumska 51 5

Ternopilska 55 3

Kharkivska 56 7

Khersonska 49 5

Khmelnytska 60 3

Cherkaska 66 4

Chernivetska 52 3

Chernihivska 57 5

Kyiv city 1 -

Total 1470 136

Based on the source [26].

through the public authorities mainly to transform traditional pro-
cesses, systems, and activities. About the digitalisation technologies,
which are used mainly in the sphere of services such as financial,
educational, and public was highlighted by Khadzhyradieva et al. [27].
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Digitalisation involves the adaptation of digital technologies in public
authorities such as computers, mobile devices, and software appli-
cations to enhance efficiency, as well as to make effective services
and create new opportunities for innovation and growth. And e-gov-
ernment - is about how government organises itself: its administra-
tion, rules, regulations, and frameworks set out to carry out service
delivery and to coordinate, communicate, and integrate processes
within itself digitally noted by Almarabeh and AbuAli [28], regarding
the cybersecurity issues, it plays a key role in the success of e-govern-
ment programmes [29]. In Ukraine, e-government is a requirement
for public administration reform on the one hand, and a key tool in
the fight against corruption in government (political and administra-
tive corruption) mentioned by Marysyuk et al. [30].

Importantly, the Ukrainian process of digitalisation in public
authorities and local bodies as well began mainly in 2019 with the
announcement of the ‘Digital State’ project, and it is still being
implemented. The goal of the project is that all government ser-
vices will be available online; 20% of services will be provided auto-
matically; there will be one online form to fill out to get the package
services for any life situation. As part of the project, 14 test services
have already been launched: electronic office, mobile app, e-Baby,
passport with TIN, child registration online, e-pension, SmartID,
MobileID, digital citizenship certificate, e-residency, developer’s
office, bank account for business online, electronic elections, and ID
card with electronic signature. ‘The state in a smartphone’ is avail-
able now in the ‘Diia’ application, and all online services in the Diia -
Government services online, which are divided into two groups for
citizens and business.

According to the countries in Europe with the highest E-Government
Development Index (EGDI) values, Ukraine in 2022 is in the 46th
rank, which means that it improved compared to position 69 in
2020 [31]. This growth is explained by the Ukrainian application
Diia as a digital passport and portal where citizens can get a service
using this application or site as all data is attached to the person
and it is available in digital form.

When the full-scale invasion began, local authorities were decen-
tralised, but not all of them, as the reform was still in the process of
implementation, and digitalisation had started almost at the same
time and was actively developing, and still it was needed the digital
transformation specialists in the regions, that needs time and sources.
Additionally, when there is a change in the organisation, everything is
in a situation of uncertainty, and in a war situation it increases.
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—— 4. Cyber Attacks Definitions

There is no unified definition of the term ‘cyber attacks’ in the
scientific literature. Therefore, in this article, cyber attacks are
understood as actions carried out by cyber actors in cyberspace on
special targets which lead to violations of (i) privacy, (ii) information
availability, (iii) critical infrastructures, and (iv) psychological effects
on minds, i.e., confusion about what constitutes the truth, and on
the mental state of citizens, such as anxiety and panic.

As mentioned by Michael Kenney (2015) cyber attacks belong to
the same metaphorical class or ‘genus’ of events as cyber-war,
‘hacktivism’ and terrorists’ use of the internet [4].

Cyber attacks can be understood as ‘the use of computer network
tools to shut down critical national infrastructures (such as energy,
transportation, government operations) or to coerce or intimidate
a government or civilian population’ [32]. They ‘pose complex prob-
lems that reach into new areas for national security and public
policy’. Data and information are getting more vulnerable in this
situation of cyber attack, especially if the level of protection is low
and local authorities pay little attention to this field.

Inspired by Plotnek et al. and based on the definitions proposed by
Al Mazari et al. above the following Figure 1 presents a formation of

dimensions which cyber attacks include.

Cyber attacks can be malicious (e.g., trojan horses, computer
worms, and sabotage attacks) or unintentional (e.g., incorrect

Cyber attacks

Figure 1. Dimensions of cyber attacks.
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software updates, erroneous protocols, or unwanted network con-
nections). The motivation for malicious attacks may among oth-
ers arise from terrorism, geopolitics, or criminality. According to
Stambaugh [33] terrorist cyber attacks are considered ‘the premed-
itated, politically motivated attack against information systems,
computer programs, and data to deny service or acquire informa-
tion with the intent to disrupt the political, social, or physical infra-
structure of a target resulting in violence against noncombatants.
The attacks are perpetrated by subnational groups or clandestine
agents who use information warfare tactics to achieve the tradi-
tional terrorist goals and objectives of engendering public fear and
disorientation through disruption of services and random or mas-
sive destruction of life or property’.

Cyber attacks represent complex problems whose effects reach into
new areas for national security and public policy [34]. As mentioned
above, cyber actors can use computer network tools to shut down
critical national infrastructures (such as energy, transportation, and
government operations) or to coerce or intimidate a government or
civilian population.

After considering all the keywords related to cyber attacks, a sim-
plified graphical illustration of the dimensions of cyber attacks was
compiled with a view to Ukrainian municipalities (see Figure 2).

Actor
State-actor, Non-
state, Private actors
instructed by the
state

Target
Data, Information
Society, Civilians,

Motive

Population Political
Economic
Local authorities Cyber pel

(Hromadas) Attacks

Means
Cyberspace,
Computer network tools
Internet, Network
Information warfare tactics,
Psychological operations

Effect
Destruction
Serious damages
Serious risk to safety
Harm, Fear, Mental
confusion

Figure 2. Dimensions of cyber attacks in Ukrainian municipalities.
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The key features of cyber attacks can be segmented and contrasted
by the relevant components Al Mazari et al. (2018) based on it cre-
ated dimensions of cyber attacks in Ukrainian municipalities using
five key components:

+ Target: Data, Information society, Civilians, Population, and Local
authorities (Hromadas)

+ Motive: Political, Economic, and Social

+ Means: Cyberspace, Computer network tools, Internet, Network,
Information warfare tactics, and Psychological operations

« Effect: Destruction, Serious damages, Serious risk to safety,
Harm, Fear, and Mental confusion

+ Actor: State-actor, Non-state, and Private actors instructed by
the state

During analysis, however, it was noted that more recent litera-
ture emphasises aspects relating to motive threat investigated
by Plotnek and Slay [35], which led to the discovery of a vital gap
regarding the threat actor in the cyber-attack dimensions that pro-
posed here.

To analyse the municipalities’ protection against potential cyber
attacks, the Swiss Cheese Model can be strengthened, which was
developed by Reason et al. [36]. The main idea of the model is to
explain why accidents and failures sometimes occur even when
multiple layers of defence are in place. The model has since been
applied to various fields, including aviation, healthcare, and cyber-
security. According to James T. Reason, each slice of Swiss cheese
is full of holes and the size, and number of holes will vary from one
slice to another. In this model, a slice of Swiss cheese is symbolic
of a given measure taken to minimise risk. Each slice of cheese can
be thought of as a line of defence level against accidents level. In
cybersecurity, this model can be effective to visualise controls and
defences that public authorities or municipalities have in place to
protect themselves from cyber threats.

These cheese holes can be used by attackers to compromise an
organisation’s defences. However, the model (Figure 3) also sug-
gests that the chances of an attacker successfully breaching an
organisation’s defences are greatly reduced if there are multiple
layers of protection, as an attacker would need to find a vulnerabil-
ity in each layer to successfully exploit it. One of the key benefits of
the Swiss cheese model is that it encourages organisations to take
a holistic approach to cybersecurity and not just focus on one con-
trol or protection mechanism. The model encourages organisations
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Defences levels;

— Cyber security trainings at the
local level;

— Clear guidelines for personnel;

— Participation in EU projects and
obtaining additional funding

Accidents level:

A trajectory of
cyber-attack

opportunity at
the local level

Figure 3. Cyber attacks vulnerabilities at the local level with potential accidents and defences levels based on the

Swiss cheese model.

to consider the entire system of controls and protections they have
in place and how they can be strengthened.

For example, if employees of the local authorities have listened
to training on preventing phishing attacks, not to open unknown
links and basic ideas of hygiene on the internet, then one of these
slice-levels of protection according to this model is already more
protected. However, if employees are not trained in how to detect
and prevent phishing attacks, an organisation can still be vulner-
able to cyber attacks through this ‘hole’ in its defences. Another
slice that can prevent cyber attacks is the developed guidelines for
cybersecurity at the local level.

—— 5. Cyber attack cases in local authorities in

Ukraine during 2022-2023

Massive cyber attacks were held on the governmental
websites during January 2022 before the full-scale invasion of
Ukraine. There were a lot of cyber attacks on the websites of local
authorities in Ukraine in spring 2022. According to the State Service
of Special Communications and Information Protection of Ukraine
Report, cyber attacks took place in different sectors during 2022-
2023, but governmental and local authorities were in second place,
as shown in Figure 4.
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Distribution of activity of pro-Russian hacker groups by sector
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Figure 4. Distribution of activity of pro-Russian hacker groups by sector based on the SSSCIPU data report [13].

Indeed, as mentioned by the manager of the Volyn regional civil
administration, the websites of the communities were hacked in
the Volyn region on March 3, 2022, and the representatives of the
administration of the affected communities asked the citizens not
to react and not to spread misinformation.

The spokeswoman of the Security Service of Ukraine in the
Zhytomyr region said that a cyber attack was committed on the
websites of the community in the Korosten district.

In the same period, the head of the Vinnytsia regional adminis-
tration, Serhii Borzov, noted that cyber attacks were carried out
on the websites of regional state administrations and communi-
ties. Borzov also noted that computer algorithms have learned to
‘revive’ photos, synthesise a person’s voice, and replace a face in
a certain video.

The press service of the Bereziv city council of the Odesa region
reported that the occupiers had hacked the websites of all com-
munities in the Odesa region and published information about the
alleged ‘surrender of Ukraine’. This was a fake [37]. All these exam-
ples from March 2022 were similar in content. Cyber attacks were
used to affect the psychological and mental state of the population
in the communities.
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In April 2023, there was a cyber attack on the official information
resources of the Uman community in the Cherkasy region [38]. The
rural and town websites are not available to users and administra-
tors themselves. According to IT engineer Oleksandr Lampika:

‘Hackers carried out a DDoS attack on the corresponding server,
this is a huge number of connections at the same time, and it “went
down” a bit. Oleksandr believes that this attack will not bring any
benefit to the enemies, except for our temporary inconveniences.
These DDoS attacks are the same as bombing fields they just do
damage. Our specialists know very well what to do in such cases,
everything will be repaired on the servers and the sites will work
again. It takes a little time.’

Indeed, some of the representatives of Ukrainian local authorities
mentioned about cases facing cyber attacks during the full-scale
invasion of Ukraine. As noted, the IT specialist of the Western
community:

The first cyber attack on our community site took place
in 2022, after the full-scale war began. The site was down
for some time, our technical website developer reacted
immediately, and the site resumed operation the next day,
so, I would like to note that citizens had access to the site
quickly. The second time when we faced the cyber attack
it happened in the spring of 2023 and again it lasted up to
one day, even several hours and then our technical support
restored access to the site.

Thus, this destruction effect spreads anxiety, fear, or mental confu-
sion situations inside society, especially with the full-scale invasion.

According to the research of the Ministry of Digital Transformation
of Ukraine, the digital skills of Ukrainians and the level of digital
security in 2023, where cybersecurity policies of surveyed Ukrainians
do not have policies on cybersecurity and/or cyber hygiene at the
workplace 36%; and 26% answered there is no effective protection
of confidential information [39]. Hence, this shows the importance
of strengthening resilience in the cybersecurity field in the country
and in local authorities especially.

—— 6. EU support
Before the full-scale invasion, the EU supported Ukraine
in countering cyber attacks by launching a cyber dialogue between
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the EU and Ukraine in June 2021, strengthening the operational
capacity of the country’s telecommunications services and the fight
against disinformation. In addition, at the request of the Ukrainian
government, the EU activated the PESCO Cyber Rapid Response
Teams in February 2022 for the first time in an operational con-
text [40]. In February 2022, the US Cyber Command team assisted
cyber rapid response teams in the search for active threats. In March
2022, Ukraine became a contributing member of NATO Joint Cyber
Defense Center of Excellence. The European Center of Excellence
for Countering Hybrid Threats as well strengthened its cooperation.
Also, in March 2022, the EU Parliament called for immediate and full
implementation of all decisions that would increase the EU’s con-
tribution to strengthening Ukraine’s defence capacities, including
cybersecurity.

On the local level, the main responsibility for the support from the
EU to Ukrainian local authorities provides the U-Lead programme,
which includes policy and legal advice to local levels, training sup-
port, and consultation. Hence, regarding the interviews with the
questions about the EU support for the local authorities that fac-
ing cyber attacks during 2022-2024, some of the representatives
answered that they cooperate with the U-Lead programme. As
mentioned, the IT specialist of the Western community:

Our community cooperated with the U-LEAD program, they
helped us with the opening of the Administrative Services
Center (TSNAP), and we also received computer equipment
for the TSNAP from them.

Another example of cooperation with the U-Lead programme men-
tioned the decision maker from the central region community:

Among EU projects, we cooperated with U-Lead when we
opened the Administrative Services Centre (TSNAP). Also,
we take part in all training, including cyber security.

The politician representative from one of the eastern communities
noted:

We cooperated with U-Lead programme as part of the
opening of TsNAP in our community.

Furthermore, the East Europe Foundation as a non-profit charitable

organisation supports local authorities in Ukraine with the aim to
build a strong, active civil society, effective, democratic government
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at all levels, and institutional development among community
organisations and government agencies. Moreover, it provides
cybersecurity training, digital for local authorities together with the
platform zlozumilo, and some experts have indicated participation
in these trainings. For example, an IT specialist of the southern
community noted:

We cooperate a lot with the U-Lead program, and we had
support with openning our TSNAP. And we also, partici-
pate in the cyber security trainings that conducted by the
Eastern European Foundation.

While five experts noted that they lack IT professionals in general
to implement digitalisation and also to be aware of cyber inci-
dents. Particularly, one of them from the central region of Ukraine
mentioned:

In our community, there is only one IT specialist who is
responsible for whole digital and cyber processes.

At the same time, the decision maker from the northern region
highlighted about physical damage in the community and their pri-
ority for rebuilding the houses of citizens, which were damaged in
the conditions of the full-scale invasion of Russia into Ukraine:

We have a lot of destroyed houses, citizens are actively
using the Diia digital application, recording the damage to
their buildings of the war. And in this case, digitalization is
very helpful, in terms of processing and recording cases,
which is a priority at the moment.

Despite the EU’s support to Ukrainian local authorities, which are fac-
ing cyberattacks, mentioned by experts, there are certain challenges
associated with this assistance. These challenges include a lack of
personnel, lack of funding, complex application procedures for the
EU projects, lack of coordination, and technical capacity limitations.

Where underfunding is interdependent with understaffing in the
digital field, as funding is needed to increase staffing. Regarding
the complex application procedures as to gain the EU funding for
cybersecurity projects may be excluded by complex application
procedures, administrative requirements, and eligibility criteria
and local authorities’ representatives would need training for this.
According to the challenge of as lack of coordination, it may create
insufficient processes of communication between Ukrainian local
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authorities, national government agencies, and EU institutions,
leading to fragmented approaches to cybersecurity governance
and implementation. And the lack of a single strategy and coordi-
nation mechanism can undermine the effectiveness of EU support
efforts and lead to duplication of efforts, and new approaches such
as boundary spanning can be the response to this challenge [41].
Concerning technical capacity limitations - Ukrainian local author-
ities may lack the technical resources and institutional capacity to
effectively utilise EU support for cybersecurity initiatives. As men-
tioned by the decision maker from the northern region in Ukraine:

The community received technical support from the EU in
the form of computers, but their technical capacity.

These and other challenges may be explored in future publications.
There are some challenges with cyber attacks and cybersecurity
described in scientific publications in the public administration field,
and to a lesser extent, those related to the field of local govern-
ment. Overall, cybersecurity needs to be viewed as a shared respon-
sibility rather than being relegated to IT teams, as highlighted by
Brumfield [42], especially when Ukraine has a full-scale Russian
invasion of Ukraine and about the war conditions noted Guchua
and Zedelashvili [43] the biggest problem is that aggressive states,
terrorist organisations, non-state groups, large corporations, etc.
are mostly involved in the virtual war as well. The importance of the
creation the cybersecurity guidance for public managers in devel-
oping and implementing strategies was mentioned by Wirtz and
Weyerer [44], and Norris et al. [45, 46] found from the conducted
survey in the US that among state and local governments, the
two top challenges to achieving high levels of cybersecurity were
a lack of skilled personnel and lack of funding. In addition, about
the lack of funding at the local level and about the crucial situation
to disseminate knowledge about available sources of funding for
expenses on cybersecurity, and about good practices in this area,
as well as to simplify the rules for using external sources of funding,
including EU funds it was emphasised by Choodakowska et al. [47].
As a technical threat, Whitehead et al. [48], indicates that includes
weak technical capacities, incompatible technologies, equipment
failures, and software failures.

—— 7. Conclusions

The creation of cooperation networks of partnerships with
neighbouring communities to share knowledge and cases of cyber
attacks, as well as sharing experience in writing and submitting EU
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projects will improve integration processes to the EU and strengthen
resilience at the local level. A proposed Swiss cheese model for ana-
lysing the vulnerabilities of potential cyber attacks in communities
and minimising risks to strengthen the resilience of local govern-
ments. Furthermore, examining the dimensions of cyber attacks
at the local level that proposed in the article such as actor, target,
motive, effect, and means would build up better cyber protection.

Consolidating existing cybersecurity training programmes onto
a single platform and providing comprehensive information about
them for local authorities. Considering that cyber attacks can cause
harm to citizens and their data, therefore, state authorities should
carry out random audits to identify any irregularities in this regard.
Engage veterans, who are ready to work in the cybersecurity field
that can be as win-win situation in the country, the minds of vet-
erans will be useful to local authorities, and they will be socially
active. Also, active leadership positions in the municipalities may
deepen the driving digital transformation at the local level and pub-
lic administration in general. Ukraine’s participation in the Digital
Europe programme will provide deeper support for projects on
cybersecurity and advanced digital skills and will also ensure the
widespread use of digital technologies in the municipalities, includ-
ing through digital innovation centres. Additionally, the develop-
ment of training programmes with the aim to enhance the complex
application procedures skills of local authority personnel for EU
project procedures that would improve the acquisition of possible
projects and accordingly, funding.
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