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—— Abstract

This article explores Estonia’s cyber support for Ukraine
following Russia’s invasion in February 2022. Despite its small size,
Estonia has significant cyber expertise and has played a pivotal
role in safeguarding Ukrainian digital infrastructure and provid-
ing cybersecurity support. While Estonian cyber contributions to
Ukraine are significant, it initially did not seek or receive interna-
tional attention. Estonia is typically vocal in promoting its cyberse-
curity and e-governance expertise. This article aims to first explore
the impact of Estonia’s cyber support for Ukraine. Second, it aims
to understand why Estonia did not try to use this support to bolster
its status as a cyber authority. To do this, Estonia’s cyber support
is analysed and put into the proper geopolitical context. Interviews
with high-ranking Estonian officials were conducted and an analysis
of policy output was performed. This article finds that the impor-
tance of cybersecurity assistance is not as critical as military assis-
tance, which is one reason why Estonia has not (yet) used its cyber
assistance as a status opportunity. Although cybersecurity support
may be considered secondary to military support, the significance
of Estonia’s cybersecurity assistance should not be overlooked.
Although Estonia did not pursue status initially, there are some
signs that this is beginning to change and Estonia is recognised for
its cyber expertise.
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—— 1. Introduction
Russia's invasion of Ukraine on 24 February 2022 is seen
in Estonia as an existential threat. Ukraine’'s impor-
tance to Estonia started long before the invasion in 2022 or the
illegal annexation of Crimea in 2014. Estonia has long prioritised
Eastern partnership countries, Ukraine, Moldova, and Georgia in
particular, in development cooperation and foreign policy priori-
ties [1]. In the lead-up to the 2022 invasion, Estonia’s support for
Ukraine was significant. Military assistance was the most atten-
tion-getting aspect of assistance. For example, Estonia provided
Javelin anti-tank missile systems and decided to provide 122 mm
artillery systems before the invasion began [2]. After the start of
invasion, Estonia has been among the most vocal in its support for
Ukraine. This was particularly evident when looking at military aid
as a percentage of GDP; Estonia was among the top donor coun-
tries. In addition to military support, Estonia has been active in
providing both military and civilian cyber support. Estonia’s cyber
support has not received noteworthy attention within Estonia or
internationally. This is a stark contrast to the attention Estonia has
received for the level of military and political support for Ukraine.
For example, in April 2023, President Volodymyr Zelensky in a meet-
ing with Estonian Prime Minister Kaja Kallas said: ‘If every leader
and every state were equally conscientious about protecting our
common freedom on the continent, Russia’s aggression would
have already been defeated without question’ [3]. What makes this
development striking is Estonia’s past promotion of its cyber exper-
tise [4]. Given Estonia’s internationally recognised cyber expertise
and its promotion of itself as a cyber authority, it is surprising that
it would not have brought more attention to its cyber support for
Ukraine. This article explores the cyber assistance Estonia has pro-
vided to Ukraine and why Estonia has not yet tried to leverage this
support to bolster its status as a cyber expert.

Estonia’s cyber support for Ukraine merits a closer analysis for
several reasons. First is the nature of the war in Ukraine. This is
the first large-scale, long-term war involving a developed country
dependent on the Internet [5]. The implications of this are signif-
icant. This changes both nature and importance of cybersecurity.
Second, what impact can a small state with limited resources have
on cybersecurity assistance? It is one thing for a small state to
emphasise cyber support as part of a development cooperation
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strategy during a time of peace, and it is another to react in
a crisis.

Smaller states typically have limited material resources and thus
cannot influence international affairs with military and economic
might. Although there are exceptions like Israel or Norway, those
are not reflective of the position of most small states. A majority
of small states tend to pursue normative change and influence
international affairs through avenues that do not require excessive
resources [6]. One typical way is to be a standard bearer. Modelling
ideal behaviour can be used as an example for other states. This
is, perhaps why status-seeking is an appropriate conceptual frame-
work to understand small state behaviour. Estonia, like many
small states, has pursued a strategy of status-seeking. In particu-
lar, Estonia has modelled itself as an expert in cybersecurity and
e-governance, adopting the nickname e-Estonia [4]. Given Estonia’s
significant cyber support for Ukraine, it is peculiar that Estonia has
not publicly tried to boost its status as part of its strategy of cyber
assistance. For example, the Ministry of Foreign Affairs page on
support for Ukraine details a long list of different ways Estonia has
supported Ukraine and Ukrainians. There is virtually no mention of
any cyber support, aside from a list of donated goods that men-
tions IT equipment [2].

To better understand this paradox, this article first maps out
Estonia’s cyber support for Ukraine and place it in a larger geopo-
litical context. It then explores the reasons, why Estonia has not
used this support to boost its own status. To do this, government
documents and publications were analysed. In addition, expert
interviews were conducted. This article then proceeded with a dis-
cussion on methods and a conceptual framework of status-seeking.
This follows with two analytical sections, one mapping out Estonia’s
support for Ukraine, and another discussing the impact of the
strategy and how the strategy was influenced by geopolitical con-
siderations. The article concludes with implications of what this all
means for small states with high cyber aspirations.

—— 2. Literature Review: Small State Status

in Cyberspace

Status in international relations is an emerging concept
that is used to understand the foreign policy of aspiring great pow-
ers as well as small states. Status has its theoretical origins in a the-
ory from psychology, the Social Identity Theory developed by Tajfel
and Turner [7]. In this theory, the key to understanding individuals
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is the relationship between groups and group membership. There
is a need for positive self-esteem, which happens from inter-group
comparisons. Status is then a social hierarchy that can be best under-
stood when group interactions are taken into consideration [8].
There are many authors who applied this concept of psychology
to international relations. Paul et al. discussed in their 2014 edited
volume status in international relations [9]. The influential volume
focused on emerging states and rising powers. The pursuit of status
is not just for large states. As Neumann and Carvalho note, small
states do not have the luxury of pursuing the power game or invest-
ing in tools of coercion due to limited resources [10]. Small states
then must rely on moral authority for their pursuit of status [10]. In
many ways, status as a theoretical concept is even more applicable
for small states as most small states face status uncertainty [10].
This concern is also evident in the small state literature on onto-
logical security. It has been argued that states suffering trauma
are more prone to status uncertainty [11]. Estonia and other states
occupied by the Soviet Union would fit this profile. There have been
quite a few authors that have looked at small states seeking status in
recent years. Most authors looked at single-state case studies, such
as Cyprus [12], Lithuania [13], and Estonia [1], as well as others.

Status can be sought out for multiple reasons. For some, status can
be the means to justify an end, thus a state would seek status to
have a better chance at pursuing its foreign policy interests [14]. For
others, the pursuit of status is the end goal due to the above-men-
tioned status uncertainty that small states often face. No matter the
goal, looking at inner and outer group dynamics is key to under-
standing any status-seeking behaviour. Small states usually seek
status from great powers by proving their usefulness [10]. There are
also opportunities for small states to seek status from those out-
side their own status group [15]. The relationships of status-seeking
can vary. In addition to states, international organisations are also
an important avenue to seek status. The nature of status-seeking
means that most status-seeking endeavours are highly visible cam-
paigns and developments. Depending on the circumstances, sta-
tus-seeking could be more targeted and remain outside the public
eye. Small states and the United Nations (UN) Security Council can
demonstrate this process [16]. For example, Estonia’s selection to
the UN Security Council from 2020-2021 was a visible act of sta-
tus-seeking that included a global campaign and a successful vote
in the UN General Assembly. Estonia’s work on the UN Security
Council was not as visible to the public but also resulted in an
increase in status and improved reputation from other states who
were serving with Estonia on the UN Security Council [17].
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Despite the increasing literature on small-state status-seeking
behaviour, there is no clear picture of the conditions that shape small-
state status-seeking strategies. Why would a state choose a certain
relationship or campaign to improve its status? The focus of this arti-
cle is on Estonia and its cybersecurity assistance to Ukraine, from 24
February 2022 to the end of 2023. Looking at this relationship, it sheds
light on the conditions needed for a state to seek out status.

At first glance, Estonia has not been as vocal in drawing attention
to its cyber support for Ukraine, instead it focused on its military
contributions. This seems at odds with the long-standing strategy
of status-seeking via cybersecurity and e-governance. To better
understand this development, the article uses a mixed methods
approach utilising desk research and document analysis. Primary
sources were gathered from government documents and strat-
egies mostly produced by the Estonian Ministry of Foreign Affairs
specific to Estonia’s support for Ukraine. Estonia, like many other
states, includes NGOs in the implementation of policies, espe-
cially in development cooperation. Regarding cyber assistance
and Ukraine, a key institution is and has been the e-Governance
Academy. Project information and documents related to Estonia’s
cyber assistance to Ukraine were analysed. In addition, two expert
interviews were conducted in Tallinn, one in the late summer of
2023 and another in December 2023. Both high-ranking officials had
intimate experience and knowledge of Estonia’s cyber assistance to
Ukraine and Estonia’s strategy regarding cyber diplomacy foreign
policy priorities. Due to the sensitive nature of the interviews, the
officials desired to remain anonymous. This also ensured responses
that are more direct. The officials were from different government
institutions and complemented each other with their experiences.
The identity of the officials, the transcripts of the interviews, and
confirmation that the interviews took place, were shared with the
editorial board to ensure that the rigours of academic research
were met. The thoughts and takeaways from this article are heavily
influenced by these interviews and the officials’ perspectives.

The article analyses the data in two sections: first, a section outlin-
ing Estonia’s cyber support to Ukraine, and second, the implications
of Estonia’s support and a discussion of its impact (or lack thereof)
on Estonia’s status-seeking strategy.

—— 3. Estonian Support for Ukraine
One of the key elements of Estonia’s foreign policy has
been to increase its status within key international frameworks,
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such as North Atlantic Treaty Organisation (NATO) and the European
Union (EU) [18]. Estonia has tried to be a model ally, a producer of
security, not only a consumer of security [19]. Although Estonia has
done much to enhance its status in many aspects, it is the most
visible in terms of cybersecurity and e-governance [20]. Estonian
leaders share a consensus about the importance of developing
and maintaining cyber and e-governance competencies. Estonia
has developed innovative e-governance services that are interna-
tional attention-getters, such as online voting and an e-residence
program [21]. Perhaps, the most effective framework Estonia has
used to increase its status has been NATO. Tallinn is the location of
NATO's Cooperative Cyber Defence Centre of Excellence (CCDCOE).
The CCDCOE facilitated the Tallinn Manual I and 1I, describing how
international law can apply to cyberspace. The Tallinn Manual
I and II bear the name of Tallinn, which put Tallinn in ‘the mental
world map of international law with a purposefully accomplished
project’ [22].

Russia’s war in Ukraine brought large-scale World War II-style mil-
itary conflict back to the heart of Europe. However, Ukraine is an
advanced society with many digital services and dependencies on
connectivity [23]. This created a significant challenge for Ukraine
and for those assisting Ukraine to help keep Ukraine online.
Russia’s invasion of Ukraine changed the nature and scope of
Estonia’s cyber support for Ukraine. The following information is
based on the expert interviews unless cited otherwise. The opinions
of both expert interviews have been combined to allow this section
to have a thematic flow.

Estonia’s cyber support to Ukraine goes back well before the 2022
invasion. Cooperation in improving information and communication
technologies (ICT) and e-governance solutions has been the back-
bone of Estonia’s development cooperation strategy for some time
now [18]. The e-Governance Academy has been the primary organ-
isation to implement development cooperation projects. Projects
carried out in Ukraine currently listed on their website go back
to 2014 and cover several topics such as boosting e-governance
solutions, improving cybersecurity readiness in Ukrainian public
officials, and building cyber defence capabilities. The cost of the
projects ranged from €44,000 to more than €17 million [24]. The
funding often comes through EU funding mechanisms.

Having connections with Ukraine before the war broke out made

it easier for Estonia to provide support after the war began. A few
days before the war broke out, a team of Estonian cybersecurity
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officials travelled to Ukraine to meet their counterparts to establish
person-to-person contact. At that time, it was not completely sure
as to what would happen, but things were pointing towards a war.
These contacts were beneficial in helping to coordinate support
after the breakout of the war.

Estonia’s cyber support to Ukraine can be divided into two aspects:
practical support and diplomatic support. Practical support can be
largely described as bilateral cooperation. One key area of practi-
cal assistance Estonia provided was help safeguarding Ukrainian
digital infrastructure. Ukraine needed to evacuate a significant
amount of its public digital infrastructure, which was not an easy
task. For many services, this meant relocating to the cloud, but due
to the specific hardware of some systems, not everything could be
deployed in the cloud. Some systems were exported to NATO terri-
tories to be maintained as an operational service. Estonia’s attitude
towards cyber assistance was to help in any way that Estonia could.
As one official put it, ‘Any assistance Ukraine wanted, if we were
able to provide it we did, without hesitation’. Most of the support
Estonia provided was intangible support, such as putting data in
safekeeping and getting servers up and running.

Both officials interviewed stressed the important role of coordina-
tion in the support that Estonia gave. The outbreak of the war was
described as a nightmare, a mess, and there was a lack of consolida-
tion on Ukraine’s part. Ukraine was understandably focused on the
military aspect of defence and the intensity of the cyberattacks were
at their highest before the invasion began. Requests for assistance
were going from multiple channels to multiple actors and the result
was confusion. Western partners had to know what Ukraine needed
to avoid duplication and ensure that Ukraine could absorb the assis-
tance. Estonia’s prior contacts with Ukraine enabled Estonia to play
a key role in helping to streamline the coordination efforts.

The key to shoring up and enabling Ukrainian cyber defence was
the implementation of Western tech, usually from the private sec-
tor. One obstacle Ukraine faced with this was export controls and
getting a licence for the product or service. In this situation, Estonia
was able to relay requests to the US State Department, validate
requests made by Ukraine, and play a constructive role in helping
to get information to the proper actors promptly.

Perhaps, the most significant and certainly visible outcome of

Estonia’s cyber support for Ukraine is the Tallinn Mechanism, which
was launched on 20 December 2023. This mechanism systematises
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support from various countries and companies for civilian cyber
assistance to Ukraine [25]. Estonia has assigned a diplomat to Kyiv
to support the mechanism and has earmarked Euros 500,000 from
its development cooperation fund to support the Tallinn Mechanism
and Ukrainian civilian cybersecurity assistance. The participating
countries, in addition to Estonia, are Canada, Denmark, France,
Germany, The Netherlands, Poland, Sweden, the United Kingdom,
and the United States. Given the long-term attacks and threats
Ukraine is and will be facing from Russia, the Tallinn Mechanism
aims to replace the ad hoc nature of cyber assistance with a system-
atised and more coherent manner. Estonia hopes that this format
could be a model for future conflicts. The Tallinn Mechanism works
in tandem with the IT coalition, which coordinates cyber assistance
for military means.

Estonia is also a founding member of the IT coalition along with
Ukraine and Luxembourg [26]. This is a good example of Estonia
taking the initiative and making a difference. At a meeting of IT
Coalition, Ukrainian minister of Defence Rustem Umerov stated
that ‘Technology will win the war ... our advantage will be provided
by asymmetric responses and they are possible, thanks to innova-
tions that are already working’ [27].

The second aspect of Estonian cyber support to Ukraine is diplo-
matic support. Diplomatic support happened in both open- and
closed-door settings. Estonia has often supported Ukraine in the
UN'’s open-ended working group on the use of ICT. Estonia pro-
motes the application of international law in cyberspace and respon-
sible behaviour in cyberspace [28]. Russia’s actions in Ukraine go
against both of these principles. Estonia has also consulted Ukraine
on boosting its cyber diplomacy capabilities to improve its influence
in the UN and globally.

Estonian diplomatic support also took place behind closed doors.
Two instances are worth noting that were highlighted by the
experts. In the early stages of the war, Estonia offered one plat-
form so that Ukraine could exchange information securely. Some
EU partners were vocal in their concern for this move because they
also used the same platform. There was concern about the poten-
tial risk to them. Estonian officials spent a significant amount of
time discussing and alleviating those concerns. In another format
with multiple countries, the topic was raised to donate dual-use
software. It was designed to detect vulnerabilities to improve cyber
defence, but it could also be used to find vulnerabilities in Russia’s
systems and be used as an offensive capability. Estonia has for
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years argued against the myth of offensive cyber capabilities. As
one official noted, self-defence in cyberspace includes the use of
offensive cyber capabilities. Estonian officials advocated for Ukraine
and were a voice of reason: if bombs and guns were already being
provided, then a piece of dual-use software would not change the
risk factor for EU countries. The process was slow and Ukraine’s
request was eventually filled.

Although Estonia is a small state with limited resources and a coun-
try that does not have big technology companies, the contributions
to helping Ukraine with cyber support were significant and note-
worthy. When one official was asked if they were satisfied with
Estonia’s cyber support to Ukraine, the answer was yes. This still
begs the question, if Estonia’s contribution was significant, then
why would Estonia not use this to improve its status as an expertin
cybersecurity and e-governance? Why would Estonia not promote
itself as a standard bearer for others to follow suit? The next sec-
tion tackles these questions and discusses the implications and lim-
itations of Estonia’s cyber support.

—— 4. Building Resilience Now, Status Later

Estonia’s support for Ukraine should not be trivialised.
One of the most sobering points raised by an official was how often
Estonia was attacked by a distributed denial-of-service (DDoS)
attack after Estonian state leaders made any public comment crit-
ical of Russia. This works like clockwork. Why then, despite the
effort, the cost, and the risk is Estonia’s cybersecurity support not
talked about more? There are several reasons noted by the officials
interviewed. As one official noted, ‘Ukraine will not win the war with
their e-solutions. Russians can be beaten right now by brutal force’.
In this conflict we are not seeing cyberattacks against hospitals, we
are seeing bombs hitting hospitals. What Ukraine needs the most
is military support. This explains why Estonia has emphasised so
heavily the need to do more to militarily support for Ukraine and
why Estonia has emphasised itself as a standard bearer of military
support to Ukraine as opposed to cybersecurity assistance.

A secondary concern is also related to risk management involved.
Estonia needs to be cautious with what is supplied to not draw
undue attention and increase its odds of being a target. The nature
of Estonian cyber support was different from military support.
Where military support was delivering material products to Ukraine,
cyber support meant hosting Ukrainian data and servers in Estonia
and facilitating Ukrainian communication with Estonian tools.
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This invites a larger discussion about the nature of cyber capabil-
ities in conflict. Some reflections on this topic have been already
drawn [29]. As noted in the publication, cyber operations did not
yield strategic results. One of the Estonian officials speculated that
it also was related to Russia’s miscalculations about how it would
be a short war. This meant that after the initial cyberattacks before
the war began, they took a back seat to the military invasion. Yet,
we should be weary of treating these as separate. Cyber is linked to
military capabilities, especially with intelligence. Cyber operations
have played a significant role in disinformation campaigns and pro-
moting narratives and messaging.

Many works on small states tend to overestimate the impact that
a small state causes. It is important to mention the limitations of
Estonia’s support to Ukraine. The real hero in Ukraine’s cyber
defensive resilience is the Western technologies that Ukraine is
using. The question was once asked how big is a small state in
cyberspace (personal communication with peer reviewer on a draft
version of an article, 2015)? It turns out that in a time of war the
small state still has limitations due to a lack of resources. However,
this does not mean that a small state cannot make a difference.
Indeed, Estonia is hopeful that the collective response to provide
cyber assistance to Ukraine can be a model for future conflicts.

What might all this mean for Estonia’s status as a cybersecurity
expert and an expert in e-governance? As one official stated, ‘We
will probably hear more about this in the future’. The official contin-
ued that the war is an existential threat to Estonia. Thus, we can see
that status does not serve a primary function. When the existen-
tial threat has been subdued, then we can assume that Estonia will
return to a more typical foreign policy of status-seeking. Some level
of status-seeking has already taken place. The Tallinn Mechanism
bears the name of Tallinn, similar to the Tallinn manuals, which
is a good first step to ensuring that Estonia is internationally rec-
ognised for its effective cyber assistance to Ukraine.

—— 5. Conclusions

This article observed Estonia’s cyber support to Ukraine.
Estonia, as a small state and a recognised cybersecurity expert,
presented an interesting subject. Typical small-state behaviour
would suggest that small states would seek status, something
Estonia has consistently done by promoting itself as a cybersecu-
rity expert. This article explored why Estonia’s cyber support to
Ukraine has not been used to build status. It found that for Estonia,
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the aftermath of the invasion was not the time or place to pursue
a status-seeking policy. Risk factors and more important priori-
ties left cyber assistance out of the public eye. As the chaos of the
invasion eased, Estonia eventually began to pursue a more typical
status-seeking policy. This was most evident with the creation of
the Tallinn Mechanism. Estonia’s cyber support to Ukraine is sig-
nificant in terms of both practical support and diplomatic support.
The creation of IT Coalition and Tallinn Mechanism are significant
and tangible accomplishments for Estonia. Owing to long-standing
cooperation before the conflict, Estonia was more effective in play-
ing the role of a facilitator. Although this might not seem like some-
thing significant, Estonia helped to solve the largest problem at the
beginning of the war, that is, bringing structured coordination to
a scene of chaos.

The nature of the conflict is such that military capabilities deter-
mine the outcome of the war. Accordingly, Estonia has focussed its
messaging efforts on its military support for Ukraine and drawing
attention to the importance of continued allied military support for
Ukraine. If there is room for status-seeking, then it is not be at the
expense of military support for Ukraine. While cyber operations
have not been the defining feature of this war, it has still caused
more questions to be asked.

While the focus of this paper is on a small state supporting Ukraine,
there were other questions raised in the interviews, such as the
role of big tech in conflicts. For a small state, this creates more
questions and potential vulnerabilities when a CEO can make deci-
sions that influence a conflict. Since cyber operations did not have
a determining impact in this conflict, will this lead to a lack of atten-
tion for cyber defence capabilities and best practices? Perhaps the
biggest takeaway for Estonia is that this has not been a one-way
relationship. Estonia has been in close dialogue and learning from
Ukraine's experiences as well. During this time of crisis, we can see
that Estonia’s key strategy is to help Ukraine win the war and also
to help Ukraine and Estonia develop cyber resiliencies to be ready
for future crises.
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