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Abstract
In the contemporary digital landscape, cyberattacks and 

incidents have placed cybersecurity at the forefront of priorities in 
organisations. As organisations face cyber risks, it becomes imper-
ative to implement and comply with various cybersecurity policies. 
However, due to factors such as policy complexity and resistance 
from employees, compliance can be a challenging task. The study, 
which took a comprehensive approach, investigated the variables 
that affect an organisation’s adherence to cybersecurity policies. 
The findings of this study provide insights into the challenges 
and factors influencing compliance with cybersecurity policies in 
organisations. A case study design was chosen as part of a quali-
tative approach to answer the research question. For data gather-
ing, semi-structured interviews were performed, and the existing 
documents were also considered when available to supplement 
interviews. The gathered data was meticulously organised, coded, 
and analysed using the Actor-Network Theory perspective, with a 
focus on its four moments of translation: problematisation, inter-
essement, enrollment, and mobilisation. The analysis revealed that 
insider threats and phishing attempts are the two cyber threats 
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that affect organisations; behavioural challenges and enforce-
ment limitations are the factors that influence and contribute to 
the non-compliance of cybersecurity policy; phishing exercises and 
policy development processes are used to enforce cybersecurity 
policies. 

Keywords 
cybersecurity policies, compliance challenges, insider threats, phishing 
attempts, Actor-Network Theory (ANT)

1. Introduction

Cybersecurity is not just a growing concern in  specific 
regions but a global issue that affects countries 

around the world. This is evident in South Africa, where public 
and private organisations are constantly under threat from cyber-
attacks and incidents, leading to significant financial losses. The 
nation’s high Internet access rate and increasing adoption of infor-
mation and communication technology (ICT) have created a digital 
paradox situation where technological advances present countless 
opportunities for a country’s development but also lead to a prolif-
eration of cyber incidents and cyberattacks [1]. 

South Africa continues to be one of the most targeted nations in 
the world and Africa despite all the efforts [2–4]. The problem could 
be attributed to the fact that less focus has been put on human- 
related vulnerabilities, which represent the main target in most 
modern and recent cyberattacks and cyber incidents [5, 6].

This study aimed to analyse cybersecurity policy compliance in 
organisations. The study’s results can be applied to direct and 
enforce agents’ (end-users) compliance, through which cyber 
activities can be monitored and managed so as to minimise cyber 
incidents and cyberattacks within organisations. This study is 
underpinned by Actor-Network Theory (ANT), which is recognised 
as a social-technical theory. ANT is an increasingly used frame-
work in social sciences, such as information systems, to examine 
the interactions between existing actors and how networks are 
built.

1.1. Aims, Objectives, and Research Questions
The aim of this study was to analyse the level of compli-

ance with cybersecurity policies in organisations and to understand 
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the factors influencing this compliance. The objectives were as 
follows:

• To identify cyberattack and incidents registered by organisations. 
• To understand factors that contribute to and influence non- 

compliance with cybersecurity policies in organisations.
• To examine how cybersecurity policy compliance is enforced in 

organisations.

The main question driving the study was: What are the factors 
influencing cybersecurity policy compliance in organisations? The 
outcome of this question could inform organisations on how to 
implement and enforce cybersecurity policies effectively, thereby 
improving their overall cybersecurity posture and reducing the risk 
of cyberattacks and incidents. The main question was refined with 
three sub-questions: (1) What are the cyberattacks and incidents 
that affect organisations? (2) What are the contributing and influ-
encing factors to the non-compliance with cybersecurity policies in 
organisations? (3) How is cybersecurity policy compliance enforced 
in organisations?

2. Literature Survey
In keeping with the objectives and research questions, this 

literature survey covered cyberattacks and incidents, cybersecurity 
in organisations, and cybersecurity policy before briefly introducing 
and defending ANT as the lens through which analysis took place.

2.1. Cyberattack and Cyber Incidents
Millions of cyberattacks and incidents occur annually, 

causing significant financial losses and disruptions across various 
organisations [7]. As described by Hruza et al. [8], a cyberattack is an 
act perpetrated within cyberspace aimed at compromising cyberse-
curity objectives, including confidentiality, integrity, and availability, 
through activities such as data theft, modification, unauthorised 
access, destruction, or control of cyberspace infrastructure ele-
ments. Additionally, Ferreira [9] defines a cyber incident as a breach 
or imminent threat of breaching computer security policies, accept-
able use policies, or standard security practices.

Organisations encounter diverse cyber threats due to evolving 
technologies and the constant development of new methods by 
malicious actors or hackers to compromise organisational assets’ 
confidentiality, integrity, and authentication [10]. These threats 
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affect organisations, consumers, and stakeholders. Research indi-
cates a shift in concern from traditional physical crimes to cyber-
crimes among organisations and their consumers [11].

Contemporary cybersecurity literature categorises cyber threats 
into four main groups: cyber terrorism, hacktivism, cybercrime, 
and cyber warfare [12]. Cybercrime, in particular, has escalated 
over the years, emerging as a significant concern for governments, 
private entities, and individuals [13]. Despite being a prevalent 
threat, cybercrime often receives less attention [12]. Reports high-
light South Africa’s vulnerability to cybercrimes, with statistics from 
Norton’s cybercrime report in 2011 indicating high victim rates in 
South Africa and China [11, 14]. Furthermore, the Global Economic 
Crime and Fraud Survey for 2018 identified South Africa as the 
world’s second most-targeted nation due to inadequate policing, 
underdeveloped laws, and inexperienced end-users [15]. Therefore, 
this study aims to identify the cyberattacks and incidents faced by 
organisations.

2.2. Cybersecurity in Organisations
The 2007 cyberattack on the Republic of Estonia thrust 

cybersecurity into prominence, showcasing the potential destabil-
isation of modern countries and organisations through ICT [16, 17]. 
Subsequently, cybersecurity has emerged as a significant concern 
for individuals and organisations globally, driven by the escalat-
ing frequency of cyberattacks and incidents, leading to substan-
tial  economic and safety repercussions for inadequately protected 
institutions [18].

Failure in cybersecurity not only results in costly losses for organisa-
tions but also poses critical risks to human lives, as hackers possess 
the capability to manipulate information systems, hindering the 
dissemination of evacuation alerts during emergencies [19]. The 
annual cost of cybercrime and economic espionage to the global 
economy is estimated to range from $375 billion to $575  billion [19], 
with South African organisations losing approximately 20 billion 
rand annually to cybercrimes [20].

Despite growing awareness of the importance of cybersecurity, 
some challenges persist in fostering global cooperation and align-
ment in combating cyber threats. A divergence in understanding 
cybersecurity among nations can affect collaborative efforts [21]. 
Nations, such as South Africa, have developed national cyber-
security strategies (NCSS) to articulate their understanding of 
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cybersecurity and to establish a harmonised framework of termi-
nology and concepts [21].

Cybersecurity is defined as ‘the collection of tools, policies, secu-
rity concepts, safeguards, risk management approaches, actions, 
training, best practices, assurance, and technologies to protect 
the cyber environment, organisation, and user assets’ [21]. South 
Africa’s vision regarding cybersecurity is to create a trusted and 
secure environment where ICT can be confidently utilised by indi-
viduals and organisations [22].

The South African perspective supports the importance of safe-
guarding human as well as non-human actors in cyberspace, thus 
aligning with Bada and Sasse’s [23] view that cybersecurity extends 
beyond protecting organisational assets to securing human users 
of ICT systems. Moreover, Mosca [24] asserts that effective cyberse-
curity measures enhance organisational sustainability and compet-
itiveness by reducing vulnerability to cyber threats.

2.3. Policy and Compliance
Organisations have implemented technical measures 

to combat cybercrimes, including firewalls, Intrusion Detection 
Systems (IDS), Intrusion Prevention Systems (IPS), and other tech-
nological solutions [25]. However, relying solely on technology 
is insufficient against hackers’ evolving tactics, emphasising the 
necessity of integrating technical measures with robust security 
policies for effectiveness [10]. Security policies play a pivotal role in 
regulating and governing user behaviour within organisations, yet 
their implementation poses challenges [26].

Bayuk et al. [27] define policy as encompassing all regulations and 
laws aimed at maintaining organisational cybersecurity. A security 
policy outlines procedures and processes for employees to uphold 
the confidentiality, integrity, and availability of organisational 
resources. While having a cybersecurity policy is essential, experts 
stress the importance of compliance. Bulgurcu et al. [28] emphasise 
the need for organisations to understand and enhance employee 
compliance with existing policies to strengthen security measures.

Cavelty [29] asserts that cybersecurity policy is crucial for address-
ing global security challenges, focusing on common issues, such as 
vulnerability and privacy through regulatory frameworks. However, 
despite the presence of policies, there remains a gap between pol-
icy availability and employee practices, with non-compliance posing 
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significant risks [30, 31]. Consequently, organisations deploy aware-
ness campaigns through various mediums like emails, posters, 
newsletters, and training modules [32].

Such approaches may only create a semblance of awareness, rather 
than fostering genuine compliance. Sannicolas-Rocca et al. [26] 
advocate for methods to improve and enforce employee adher-
ence to security policies. Against this background, we examined the 
development, communication, and enforcement of cybersecurity 
policies within organisations.

2.4. Actor-Network Theory
Michael Callon, Bruno Latour, and John Law introduced 

ANT in the early 1980s where they emphasised the interactions and 
relationships within heterogeneous networks [33, 34]. ANT focuses 
on the construction, rather than the purpose of a network, with 
actors and networks being its core components. Both human and 
non-human entities are considered actors, and they are treated 
equally within networks. Actors can include technologies, tools, cul-
tural meanings, and environmental conditions [35, 36].

In ANT, heterogeneity refers to networks comprising diverse ele-
ments [37, 38], where interactions among actors, such as people, 
technologies, texts, and others, form the basis of society [38]. 
Networks consist of established connections between actors, 
requiring movement and translation for their formation [39]. They 
facilitate collaboration among actors to address problems or create 
new entities [40].

Translation is a four-step process that involves problematisation, 
interessement, enrollment, and mobilisation. It is integral to net-
work creation [41, 42] and involves persuading actors to accept roles 
and responsibilities that shape actor-network relationships [43].

Problematisation is the initiation phase of translation. Here, the 
focal actor identifies and describes the problem, aligns interests, 
and negotiates common goals [42, 44]. An obligatory passage 
point (OPP) represents a proposed solution during this phase [43]. 
Interessement follows problematisation and involves the recruit-
ment of actors based on defined roles and responsibilities, 
persuading them of the problem’s significance and proposed solu-
tion [42, 43]. Successful interessement leads to enrollment, where 
roles and responsibilities are assigned to recruited actors, and 
alliances and relationships are defined [43]. Enrollment succeeds 
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when actors accept their assigned roles, fostering a robust network 
of allies [42]. Upon completion of problematisation, interessement, 
and enrollment, mobilisation ensues, as designated spokespersons 
mobilise allies to act in alignment with their roles and responsibili-
ties [42, 43].

3. Methods 
This section discussed the case-study research approach 

and explain how the participating organisations and individual 
participants were sampled before discussing the collection of 
data through recorded Zoom interviews and the analysis of data 
through the lens of ANT. The analysis of the research was guided 
by ANT’s four moments of translation – problematisation, interes-
sement, enrollment, and mobilisation. These moments help in iden-
tifying the defined problem, negotiating interests, recruiting actors, 
assigning roles, and mobilising allies within the context of cyberse-
curity policy compliance.

3.1. Research Approach and Sampling
This study focused exclusively on exploring organisa-

tion employees’ attitude towards organisation cybersecurity pol-
icy, employing a case study design for its ability to investigate 
 phenomena within their natural settings [23]. The flexibility of case 
study design allows for the examination of various research ques-
tions while considering contextual influences [23]. The qualitative 
case study methodology is deemed valuable for studying complex 
phenomena within their contexts [23].

Despite challenges in obtaining sufficient samples due to the 
topic’s sensitivity, three South African-based organisations were 
included in the study, with one functioning as a cybersecurity 
service provider [23]. The selection criteria focused on organisa-
tions with cybersecurity departments responsible for maintain-
ing the Confidentiality, Integrity, Authenticity (CIA) triad [23]. The 
use of pseudonyms ensured anonymity for the organisations: 
HollanRaph for Case 1, NoahGabi for Case 2, and LenJo for Case 3.

HollanRaph, a large higher education institution with over 5000 
staff located in Gauteng province, demonstrates a strong commit-
ment to cybersecurity through the establishment of a dedicated 
cybersecurity department and policy. This organisation functions as 
a dynamic network involving both human actors and non- human 
actants. NoahGabi, another large higher education institution in 
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Western Cape province, boasts over 32,000 students and 5000+ 
staff, positioning itself as one of the largest institutions in the 
region. Despite its size, NoahGabi acknowledges the importance 
of cybersecurity and maintains a dedicated team onsite to address 
related concerns. Lastly, LenJo, a small IT services and consult-
ing firm based in Gauteng province, plays a significant role in the 
South African information technology (IT) landscape. Specialising in 
 business-to-business (B2B) ICT solutions, LenJo serves a diverse cli-
entele ranging from small businesses to multinational enterprises. 
With a focus on business process digitalisation, cybersecurity ser-
vices, and ICT skills development, LenJo aims to emerge as a leader 
in its field.

Four participants were purposively selected from these organisa-
tions and interviewed via Zoom, with the interviews being recorded. 
Participant 1 holds the position of manager: IT risk and compliance 
with over 10 years of experience, contributing to the HollanRaph 
case. Participant 2, a senior systems engineer specialising in net-
works and information security with over 10 years of experience, 
also pertains to the HollanRaph case. Participant 3, the chief exec-
utive officer (CEO) and security specialist at LenJo, brings over 9 
years of experience to the study. Participant 4, serving as manager 
of IT strategic services, has over 10 years of experience and is asso-
ciated with the NoahGabi case.

3.2. Data Analysis
Interview data were transcribed, cleaned, and analysed. 

The analysis aimed to extract meaningful information from the col-
lected data through transcription, facilitating easier management 
and analysis [45]. Employing ANT’s four moments of translation – 
problematisation, interessement, enrollment, and mobilisation – 
guided the analysis from three perspectives: the existence of actors 
(human and non-human), creation of networks, and interactions 
and relationships [42, 43]. These moments were utilised to iden-
tify the defined problem, negotiate interests, recruit actors, assign 
roles, and mobilise allies [42, 43]. ANT proved beneficial in identify-
ing actors, including focal actors, and examining network creation 
and actor relationships, enhancing the understanding of the phe-
nomenon [43]. By considering both human and non-human enti-
ties, ANT allowed us to obtain insights into how connections and 
interactions contributed to network formation, which was particu-
larly relevant in understanding cybersecurity policy involving vari-
ous entities [39].
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4. Results and Discussion
Using ANT as a lens, our analysis focused on actors, 

networks, and moments of translation. We identified the actors 
involved in cybersecurity activities, examined their roles, and 
assessed the implications. Similarly, the study explored the net-
works existing within cybersecurity activities in South African organ-
isations. The moments of translation, involving negotiation among 
actors within heterogeneous networks, helped to understand the 
complex and multidimensional nature of cybersecurity activities, as 
described by Dlamini and Modise [14].

4.1. Actors
In ANT, actors encompass both human and non-human 

entities capable of influencing their environment [46]. Both humans 
and non-humans are integral to cybersecurity activities. Human 
actors, including technical (IS/IT personnel) and non-technical 
counterparts, play roles delegated or voluntarily assumed within 
organisations involved in cybersecurity. Technical personnel have 
various roles, such as IT risk and compliance managers, IT strate-
gic services managers, security specialists, and systems engineers. 
At the same time, non-technical actors include business person-
nel, end-users, managers, clients, and partners. Non-human actors 
directly or indirectly involved in cybersecurity activities include 
cybersecurity policies, phishing exercises, computer systems and 
networks, and security awareness programmes. These compo-
nents encompass written policies, phishing simulations, computer 
systems and networks, and security awareness initiatives aimed at 
informing and educating organisational personnel about potential 
threats and best practices [46].

4.2. Networks
In cybersecurity policy compliance, actor networks facil-

itate collaborative problem-solving and entity creation [40]. 
Networks, heterogeneous in nature, comprise diverse actors, both 
human and non-human, with an actor potentially belonging to 
multiple networks. Major actor-networks in this context include 
the organisation, risk committee, IT managers, business manag-
ers, technologists, and end-users. Each network has distinct roles 
and responsibilities in managing cybersecurity policies [40]. The 
executive committee, comprising leadership personnel, drafts 
and enforces cybersecurity policies and standards. Business man-
agers oversee compliance with policies and processes to achieve 
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organisational objectives. Technologists, including IT engineers and 
security specialists, develop training and methods for cybersecurity 
activities. Internal end-users utilise organisational information sys-
tems, while external end-users, such as clients and partners, also 
face cybersecurity risks [40].

4.3. Moments of Translation
In ANT, translation is concerned with negotiations that 

occur within networks. The negotiations are shaped by the inter-
actions that happen among actors, which are influenced by various 
interests. Transformations are observed within organisations based 
on negotiations and activities. There are four moments in the pro-
cess of translation: problematisation, interessement, enrollment, 
and mobilisation [47]. 

Problematisation: As described by Jessen and Jessen [43], this is 
where the focal actor(s) identify and define the problem. In the con-
text of ANT, a problem is not necessarily a broken thing but requires 
a solution, in some cases, an improvement [48]. Organisations are 
challenged with cyberattacks and incidents particularly with insider 
threats and phishing attempts type. The insider threats and phish-
ing attempts are from different sources. Some of the sources are 
internal, and others are external. The internal sources are related 
to the end-users’ behaviours and are either conscious or uncon-
scious. Irrespective of the consciousness or the unconsciousness of 
end-users’ behaviours, cyberattacks and incidents such as phishing 
attacks and insider threats are occasioned.

Insider threats and phishing attempts represent a significant 
cybersecurity problem for organisations. Thus, effective measures 
are needed to address the problem. Another existing problem is 
behavioural challenges. As stated by a participant, despite several 
awareness materials put in place by organisations, it is still diffi-
cult to instigate a change of mind among end-users. According to 
another participant, the lack of compliance with existing cybersecu-
rity policies poses a critical problem:

So, the current attack we experience mostly is around 
phishing. We get a significant amount of phishing attempts. 
Directed to staff and directed to students. That dominates 
our cybersecurity awareness efficiency because if I look at 
the incidents we experienced over the past years, 90% of 
those would be phishing-related cyber incidents. (L49-54_
P1_ NoahGabi)
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The challenges are behavioural challenges. It’s just a 
change in mindset because we share quite a few aware-
ness materials. So, on quite a few platforms, we still have 
end-users who would fall for a phishing attempt, you 
know? Given the kinds of initiatives that we’re trying to put 
in place, you would expect that there would be quite a bit 
of improvement in behaviour. That’s one of the challenges. 
(L220-227_P2_HollanRaph)

Interessement: The Interessement phase starts from the moment a 
problem is identified. At this phase, the links between the interests 
of different actors and allies are aligned and strengthened [47]. The 
alignment of actors’ interests is done through negotiations. The 
negotiations are based on each actor’s interests and the roles they 
may play in the network. To do so, focal actor(s) explain to oth-
ers and allies how their own goals can be achieved by joining the 
network. As described by Iyamu and Mgudlwa [48], this phase is 
important because the alignment of different interests can con-
tribute to addressing what was problematised. Additionally, the 
interests are various and can be expressed in different ways. Some 
people’s interests can be based on their obligations, positions, or/
or duties in an organisation. For others, the interests can be based 
on their business goals, passions, or the implications that cyberse-
curity policy or cyberattacks and incidents could have on them.

Some organisations are facing difficulties in enforcing their cyber-
security policies. As emphasised by a participant, this is due to the 
nature of the environment in some organisations, particularly those 
having multiple natures of end-users in their environment. Unlike 
sectors, such as healthcare and banking, the educational sector 
faces challenges in enforcing its cybersecurity policies. Using the 
one-size-fits-all method for awareness programmes or materials 
has not been working. So, there is a need for a different approach 
that could accommodate various natures of end-users. In this con-
text, failing to tailor an awareness approach to all end-users is a 
focal point of interest for cybersecurity makers:

I’ve worked in many different organisations, and when 
you take a banking environment where it’s very regulated, 
right? Or a mining, one of the mining organisations, it’s 
enforced in terms of compliance awareness exercises. If 
you don’t do the training, there’s repercussions for that. 
You don’t, you’re locked out of your computer. But it’s 
a different environment, and we are unable to enforce 
those kinds of hard and first rules to say we’ll lock you out 
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because we’re working with students and lecturers. So, 
business needs to continue. So, it’s a bit of a balancing act. 
(L229-237_P1_ HollanRaph)

Compliance is always a challenge. The fact that we are a 
higher education structure means that we encourage that 
idea of openness for collaboration, and the difficulty is that 
it creates complexity and challenges because we are not 
dealing with one state of staff. We are dealing with many 
different types of staff, such as academics, students, and 
many others, and I think that is the challenge. The chal-
lenge is tailoring a program that suits everyone. So, you 
need to engage with people on a regular basis, so I think 
there is difficulty in compliance with that because you get 
to deal with such a broad circle of people. I think that is the 
challenge that we are looking into and actively trying to 
address. (L88-98_P1_ NoahGabi)

Enrollment: It is a critical phase in the process of translation. In this 
phase, actors are brought together in the same network with the 
common purpose of finding an effective measure to address 
the identified problem. It is also about developing alliances and 
 investigating how the actors align in the common objective of 
developing an effective cybersecurity policy and awareness pro-
grammes. To enforce, educate, and inform end-users with the most 
important aim to enforce. Furthermore, the existence of cybersecu-
rity policy and awareness programmes, such as simulated phishing 
emails, indicate enrollment and organisation with the objective of 
addressing the problem. Another point is to motivate those who do 
not really understand the criticality behind the whole intention of 
securing the systems. A participant highlighted that the reluctance 
of those actors is based on the approach used when communicat-
ing with them. The participant continued saying that they some-
times have to get involved in politics to stimulate them:

Well, I’m the risk and compliance manager in ICT. I look 
after governance, so ICT policies, frameworks, standards, 
processes, and procedures. (L51-53_P1_ HollanRaph)

I’ll give you an example: you walk to a person and say, lis-
ten, I need to check that your antivirus endpoint firewall is 
up and running. They are not going to like it because they 
are busy, but when you say listen, If I don’t do this when 
you are doing your own personal online banking, people 
are going to be able to see your credentials and take your 
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money. Then suddenly it changed because it’s no longer. I 
think you’re wasting my time, but it’s about their money or 
their well-being. (L410-416_P1_ LenJo)

Mobilisation: It is the last phase, and it takes place when the prob-
lematisation, interessement, and enrollment phases are com-
pleted [42]. This phase is important because it is where the main 
actor makes sure that others behave with respect to their assigned 
roles and responsibilities [43]. The mobilisation phase also aims to 
mobilise developed networks and maintain proposed solutions to 
address identified problems effectively. The purpose of mobilisa-
tion was to keep other end-users focused and conscious about the 
issues of cyber threats, in particular phishing attempts and insider 
threats. This was done through the organisation’s cybersecurity 
policies and activities like phishing exercises conducted quarterly. 
Phishing exercises were used to evaluate the level of compliance 
or vigilance of actors such as end-users. This also helped to assess 
their capability of detecting potential cyber threats. Then, collected 
outcomes could be an important resource as they highlighted gaps 
and pointed out where more attention was needed. Once the gaps 
are identified, improvements could be made in cybersecurity poli-
cies and materials that create awareness: 

It is through fishing exercises. So, they have been quar-
terly, and we do get reports on them that tell us how many 
people clicked on the link. It would tell us who, specifically, 
which department and what information they divulged. So 
that gives us an indication. Then, we’re able to target spe-
cific training for those individuals per area. (L245-250_P2_ 
HollanRaph)

5. Conclusions
This section provides a summary of the key findings, an 

answer to the research questions, a discussion of this study’s lim-
itations, and recommendations for further research.

5.1. Summary of Findings
The following is a summary of the findings obtained from 

the processed qualitative analysis:

• Behavioural challenges refer to end-users’ attitudes and 
behaviours towards cybersecurity measures initiated by organ-
isations, including resistance to complying with cybersecurity 
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policies and a tendency to fall for phishing attempts. Enforcement 
limitations involve a lack of suitable cybersecurity policies and 
awareness programmes that align with the specific needs of 
the organisation’s end-users. Insider threats encompass both 
conscious and unconscious cyber risks generated by personnel 
within the organisation. Phishing attempts are fraudulent efforts 
to steal sensitive information, such as login credentials, often 
delivered via email or SMS. Phishing exercises simulate real-
world phishing attacks to test the readiness of staff or end-users 
in identifying cyber threats and to evaluate the effectiveness of 
existing awareness programmes. The policy development pro-
cess involves creating a cybersecurity policy that considers all 
phases—drafting, review, and approval—and requires collabora-
tion with relevant stakeholders to ensure it meets the organisa-
tion’s unique context.

5.2. Answers to Research Questions
Research sub-question 1: What are the cyberattacks and 

incidents that affect organisations?

The analysis conducted in Section 4.3 showed that organisations 
are particularly challenged with the following: 

• Insider threats: The analysis also revealed that insider threats 
involved staff or internal end-users with authorised access, and 
their occurrence was either conscious or unconscious.

• Phishing attempts: On the other hand, phishing attempts, usually 
in the form of email or SMS, were fraudulent attempts perpe-
trated by external individuals with the intention of stealing sensi-
tive information, such as end-users or staff login credentials.

Research sub-question 2: What are the factors that influence 
and contribute to non-compliance with cybersecurity policies in 
organisations?

The analysis showed that the factors influencing and contributing 
to non-compliance with the organisation’s cybersecurity policies 
are as follows: 

• Behavioural challenges: The behavioural challenges concern 
internal end-user mindsets and attitudes towards proposed 
cybersecurity policies. Despite awareness initiatives taken by 
organisations, internal end-users were not adhering to the secu-
rity measures available to them. 
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• Enforcement limitations: The enforcement of limitations is the fact 
that some organisations are failing to develop adequate and bal-
anced cybersecurity policies to meet their heterogeneous envi-
ronment contexts. Proposed policies are sometimes not suitable 
for the business sector they are in. Consequently, not all internal 
end-users can be targeted. For example, higher education and 
banking-type environments cannot consider similar aspects when 
developing cybersecurity policies and awareness programmes. 
Some organisations cannot have a one-size-fit cybersecurity policy.

Research sub-question 3: How is cybersecurity policy compliance 
enforced in organisations?

According to the analysis provided in Section 4.3, organisations 
enforce their cybersecurity policy compliance using the following: 

• Phishing exercises: The analysis revealed that periodically, phishing 
exercises, such as simulated phishing emails, were initiated. The 
main purpose of this approach is to evaluate the readiness of inter-
nal end-users or staff to see if they are well equipped and capable 
of identifying and avoiding falling into some types of cyber threats. 
Furthermore, phishing exercise reports could indicate where 
improvement is needed in the current proposed solutions. 

• Policy development process: The analysis showed that the cyberse-
curity policy development process should follow a collaborative 
and inclusive approach, with participation of organisation stake-
holders. Potential policies should be drafted first, reviewed, and 
then submitted for approval.

5.3. Contribution of the Research
Theoretical contributions: The study contributes to the aca-

demic literature, especially the fact that very little has been done in 
the area of cybersecurity studies through the ANT concept, espe-
cially using the four moments of translation. ANT is employed to 
explore the actors and networks involved in cybersecurity activities 
within organisations. It helps in understanding the roles of human 
and non-human entities in cybersecurity, such as IT personnel, 
business managers, end-users, clients, partners, cybersecurity pol-
icies, phishing exercises, computer systems, networks, and security 
awareness programmes.

Practical contributions: This study is important, as we hope the result 
will continuously assist organisations with their cybersecurity policy 
challenges and the persistently growing number of cyberattacks 
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and incidents. The findings could help us better understand these 
challenges and develop more contextualised cybersecurity policies 
to fit organisational environments. 

5.4. Limitations of the Study
Due to the sensitivity of the topic, some organisations 

were reluctant to participate in the study. Thus, this study was lim-
ited in terms of participants. The researcher emphasises the con-
cept of caution transferability of findings. The researchers suggest 
that the results of this study should be applicable to organisations 
with similar settings. 

5.5. Recommendations for Further Research
The analysis presented in this study reveals that one of the 

challenges faced by organisations is enforcement limitations. This 
means that some organisations do not have the capacity or fail to 
develop cybersecurity policies that are suitable for their environ-
ment. Based on this, it would be interesting to select two different 
sectors and then conduct a comparative analysis. 
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